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Abstract: To address the imprecise localization of tampering and ineffective recovery of
untampered areas in current image tampering detection methods, a new independent reversible
authentication-based approach for detecting image tampering is introduced. Initially, leveraging
an image block-based independent reversible authentication technique and incorporating the
embedding principles of reversible information hiding algorithms, the authentication units in
existing methods are reduced from the conventional 4 X 4 image sub-blocks to 4 X 3 image sub-
blocks. This modification tackles the issue of oversized authentication units, thereby enhancing

the localization accuracy of tampering detection. Subsequently, based on the characteristics of

Wk H . 2024-05-29, TEZ . EWHE (2000, Lo, Wi +4 s E I EGAEGEE) B 88 M4 500,
WH. EBRBAABEILEFEIH(62072481,U2336208,62472454)
W 28 Wy RS TR] . 2024-09-03 [ 2% Hi MR B AIE : https: // link. enki. net/urlid/61. 1069. t. 20240902. 1633. 002

ba
&



142

[N S R NI S

sub-blocks, three enhanced reversible information hiding algorithms, specifically improved pixel
value sorting, local histogram shifting. and difference expansion, are adaptively selected to
ensure that each sub-block is embedded with at least 1 bit authentication code. This process
increases the average embeddable authentication code quantity to 3. 6 bits, facilitating independent
authentication of image sub-blocks and improving tampering detection accuracy. Finally, the
coherence and reversibility of the three reversible information hiding algorithms are considered to
minimize irrelevant shifts during the embedding stage and ensure the reliable extraction of
authentication information during the authentication stage. The experimental results demonstrate
that the proposed method enables lossless recovery of the original image in untampered areas.
When confronted with common tampering attacks such as cut-and-paste, constant manipulation,
collage alterations, and random tampering, the initial accuracy rate of the proposed method can
be improved by an average of 5. 82% to 22. 3% compared to existing optimal techniques, with the
refined accuracy rate potentially approaching 100%3.
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Fig. 1 The embedding process of authentication codes
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Fig. 5 An example of distortion compensation
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Table 1 The possible values of prediction errors in LHS embedding
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Fig. 6 Recovery of untampered and tampered images
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Table 2 Comparison of three embedding algorithms
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Table 3 Comparison of embedding capacity of different

methods
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Table 4 Comparison of peak signal-to-noise rate of different

methods
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Plane 51.04  48.84  50.65  42.40  43.16
Peppers 50.34  50.62  50.02  41.39  43.15
House 50.37  47.85  49.96  41.24  41.98
FHE 50.80  48.96  50.43  41.39  42.45
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Fig. 7 Four types of tampering attack
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Table 5 Comparison of initial and refined detection accuracy rates corresponding to different methods
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