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Abstract: To address the challenge posed by existing adversarial attack methods for automatic
speech recognition systems, which struggle to capture the correlation between different speech
scales, resulting in a low attack success rate, a novel speech adversarial sample generation
method based on class-conditional adversarial networks is introduced. Through the target label
mapping module, the target label is transformed into a one-hot vector, serving as a conditional
input to the constructed class-conditional generative adversarial network to control the generation
of speech sample categories. The generator in this network combines the designed NReSidual U-
block network module with U-Net to better learn speech features at different time scales and
enhance the representation capability of speech features, thereby enabling the generation of
adversarial samples tailored to specific speech categories. The discriminator adopts a network
structure combining convolutional blocks and fully connected layers, enabling the propagation of

error loss back to the generator through gradient backpropagation to effectively retain the
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temporal information of speech signals and address data distribution instability issues.

Experiments conducted on the Google command dataset and music genre dataset demonstrate that

the proposed speech adversarial sample generation method increases the attack success rate by

3.47% and 5. 1%, respectively, compared to mainstream methods. Additionally, the average

signal-to-noise ratio is improved by 3. 2 and 1. 49 dB. This method exhibits good attack effectiveness and

speech quality.

Keywords: automatic speech recognition system; generative adversarial network; adversarial

attack; speech adversarial sample; label mapping
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Fig. 1 The overall framework of the category conditional generative adversarial network
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Table 2 The attack_rate of comparison method
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Table 3 The speech quality for generating adversarial samples using different methods
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Table 4 Adversarial sample quality evaluation
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