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Abstract; Based on reverse deduction with proof-tree, a method for detecting SQL injection vul-
nerabilities which are ubiquitous in Web applications is presented. Differing from traditional real
time security strategies such as IDS and firewall, the origin of producing attack can be found by
directly mining source codes vulnerabilities. The essentials are to track reversely the variables
that are related to database (DB) script operations and check whether they are influenced from
outside so as to control the hidden damage existing in the DB operations. The experimental re-
sults show that the proposed method can accurately verify the security of 53. 8% DB operations.
and it is applicable for any type of Web application platforms configured with different script lan-
guages and database systems.
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$result=mysql_db_query('sample_db’,"select* from

admin where user = ‘admin’or 1 = 1#'and psw = "$psw’");
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<?php

40: $col_1 = name’;

41: $col 2= "time’;

42: $first_name = 'wang’;

43: $name = $first_name . $last_name;
44: $level = 'admin’;

45: $id = filter($id);

46: $table_name = 'sample_table’;

76: mysql connect('dbhost’,’dbuser’, 'test’) or die
BV PR B R
77: $sql= "select * from $table_name where name = $name”;
78: $result_1=mysql_db_query (‘sample_db’, $sql);
79: $sql = "select $col_1, Scol_2 from S$table name

where level = §level ”;
80: $result_2 =mysql_db_query('sample_db’, $sql);
81: $sql = "select * from $table_name where id = $id";
82: $result_3 =mysql_db_query('sample_db’, $sql);
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select* from sample_table where

name = $first_name.$last_name;
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select* from sample_table where id = filter($id);
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