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Abstract: Based on NetFlow, the definition of two net-flows, Host-Net-Flow and Region-
Net-Flow, as well as a depictive method for corresponding network traffic characteristics are
proposed. The netflows are abstracted from the host level and network level by the definition.
The incorporation of netflow information in bottom level is implemented, and the number of
netflow records can significantly be reduced without losing key network traffic characteristics.
EWMA (exponential weighted moving average) control chart models are employed to forecast and
estimate the distilled network traffic features, then an early net-worm propagation detection
method is presented considering the features of network worm propagation. The experimental
results show that the early worm propagation in local networks can be detected both quickly and
accurately by the proposed method, thereby worm propagation can be controlled as soon as
possible.
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