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Abstract: To solve the problem of end-to-end encipherment in smart-phone mobile access, an im-
proved two-phase handshaking SSIL. protocol based on SWIM card public-key authentication is
proposed. It accomplishes identity authentication and shared-key agreement between mobile tele-
phone and gateway in the first phase. Then, the information produced in the forepart is used to
replace the certification part of standard SSI. handshaking protocols in the second phase. The
shared-key and random number created in the first phase are used to produce session key and ini-
tialization vector for the encryption communication between mobile telephone and gateway by cre-
ating standard SSL keys. The security of improved two-phase handshaking SSL protocol is
proved by BAN-logic reasoning, and the improved protocol is more adaptive for security needs of
mobile applications than WAP protocols in four aspects: end-to-end security, efficient bandwidth
change, the key calculation intensity and the universality of mobile terminal. In the same experi-
ment environment, the time for a security connection established between mobile telephone and
gateway is shortened from 3.5 s to 1. 5 s.
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