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Constructed Type Algebra Based Protocol Security Testing Method
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Abstract; Considering the data flow description in protocol security testing, mutation analysis is
introduced based on constructed type algebra, and a new protocol security testing method is pro-
posed. Mutant operators are designed based on protocol specification, security mutation formulas
are generated from existing conformance testing expressions, and then practical security testing
cases are transformed from these formulas. The steps of protocol security testing using the meth-

od are described. The method is well integrated with conformance testing to cover some known

protocol security vulnerabilities, and has the ability to reveal potential problems.
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