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Abstract: The security of Chen scheme is analyzed with common modulus attack method of RSA
public key cryptography, and some secure shortages in the process of adding, deleting and verif-
ying a group member are detected. With the help of a legal group member in Chen scheme, any
attacker who tries to bypass the group center can disguise himself as a group member, and group
members can forge a signature each other. To get rid of the secure shortages in Chen scheme, a
novel group signature scheme is proposed, and its security mathematics principle is analyzed to
show that the new scheme is immune to common modulus attack with revocable property, un-
forgeability, coalition-resistance, security against framing attack, etc.
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