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A Novel Dynamic Batch Rekeying Algorithm
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Abstract: Aiming at the problems that the traditional individual rekeying approach is inefficient,
waste of resources, and out-of-sync between keys and data, a novel batch algorithm for renewing
keys is proposed based on a key tree. In the new algorithm, the key tree is kept balanced by two
methods: departed nodes are replaced by joining nodes to keep the structure of the tree un-
changed; the node with the smallest height in the tree is searched, and then a proper number of
joining nodes are added to the node place based on the type of the node and the number of the re-
maining nodes to be joined. The cost of renewing servers’ keys is analyzed theoretically, and ac-
curate mathematical models are established to calculate the cost. Simulation results and compari-
son with the individual rekeying approach show that the proposed algorithm decreases the rekey-
ing cost by 74. 6% and improves the efficiency of rekeying significantly, and that the algorithm is
suitable for large dynamic groups.

Keywords: group communication; key tree; batch rekeying; rekeying cost

Vol. 43 Nol2
Dec. 2009

B Internet A A i . B T 4130 15 A4 17
FHASRE I, At 2380, o3 A XA A7 1 L 0 45 35
ARAE. R AR By 2 e ml 2 A 4D B 38—
AN ALAM B BT R AL B T LU 4 £ 8
Pt R B HA B T BRI 1R LS 1) 2 4
P 2B BT AR SR

2 452 1% % B BT B B SR X R R

ks H# . 2009-04-27.
KRR % Bh I B (2007 AA01Z472).

TR EAAAE 3 AR BCRAR L BEURTR O B
WA, N T AR 2 AR, L3 B SO 7
B P E WA 2 R PR AR B
PRI B> SR A% . ZH 4 &% (GO 12 % B 38T
Z I TR SR TR AR I k. BUAT A B R
PRICIEAFAE LT A R - AR - e 2 i) 22
FEHE AN AN BRI 5 BT R A PR Bk

YEF TR . 201985 —) » J b A s il (R RO B B, Ui H . EREH AN



66 [T 7 . ]

PN

E ¢ 543 &

7% HAR B BN ARG 5 BT A 2 [ A G &R,
£ b RSO T — PR B S S G R A
U5+ ] RO R BN

1 BTG 002 0 B P

Wi R (LKHD 7 02 —Fh 4 op X%
BT REA T HA R L 2 EOR . LKH
R AR LE 3 RS B - 41 Bl B 2 AL
BEY. AT SAC N m, A SN kB3
AR 8O N oy FoR5 § A<G<<N)O T H]
Pk T m, A<G<NDHIH B FAAH %45, ke,
Famm~m, I<[<g<N)IA WA L. K 1
Jrs B2 B (R A A BO d=3 . N=9, 5
JE CHIVY 8 0 B K2 IRBO h=2 (7 A 3 SR

(b)ms—%%
B 1 me A/ BTN BRSO

B PR AT BGZ R 1Y S AR
R FTAT A R — S R BT W P R
FIT AT % GRS S i, ARt ome BT AL
V) oo BB N lorcs o loreo BB N hers » BERF GC B
KB B N (ks }k7 v (ks }kg v (ks }/\»],3 N
{k1s }km ks }km 2R m/g AT 4, W &g
BEHTHN kv s rs BEHBNA koo » GCAF ALK LLH B
B R : (ko }kl,g ki }/Jg V{krg }k9 Ak }/JM-

ARSCRE GC 24 1 T B RO O e B
BT REIR. X TRy P 80 N Y- i 5
IR an2fA A P B R ) GO R A i B
BriH SO dh—1; R AT A POInA AL, GC 7
BERIR TR S ECh 20, FE SR SRR B 4
W A T ASIMA AL A IR . GC

RIS C=[2J+dL]h—L.

2 YT RAIL

UNSRAE — R P BB 45 R S PIRAN R
A REIS B L [T 2 AR B i 50 107 A P P R
TF AN — I ST I, GC B I A R 2 3. v LA,
B A U ST IR R R P A R 0 S B
BT

BB T AP IALL AR e, 6%
JEE] T AL R/ AR SRR 3 O T T 4 v
DL 2 P DS SCERE 2 TR0 30k i A5 -5 1 A
xR JEW LB 4 R REO~@mE 2
JI7R . AR AR TP B3 A TR R A A e
HRTR] A8 22071 e DO BB e 0 ) k3 A D v e
R AL v,

PSR YIS S EY R

=2 o5& X
mi NAPIFEESE AR
M, JE AN R
” /NN TRl — AR S d A F 7 s
)

AR R P UM T d B 5D

L o e GV E e iR b B s AU L e )
i e BRI

Joo FABIMATT 5%

T, i RN TR
R J=L. 5P RINT.

PR 1. WA BT R S A P
AR

AR 2. B EARAT E BIAR Y S R BT T A
Fricl UPDATE.
1§52 J<L,FHELRMT.

WL AE L AT AT s i & rp L kit J
A 15 BE AR /NS S BRI T AN S A
T AP R

IR 2. BT MR B BT A SRR
e UPDATE 4 A0 A P R 25 715 54w
18 DELETE ¥ ir 5 #5ic o8 DELETE 5 55 1) £
A3 S 55 S FRiC S UPDATE. —A4 & 5 5 A TE
HFrf BEZT 1 S 38bric i DELETE B A s
it DELETE.
ER3 J>L HL=0, 8L UT.

AR AEEAR TR 0.

http: / www. jdxb. cn



55 12 0

S — R R S A YT AT Ak 67

QO AP mA (2
O OO m<d,n<(d-m) . @
VNN [N /2N /1

(D FEAED
(O Db DN

/N /N
OEE(He)
NI TS
i i DD T
JADN
O FHAEQ

O AR A

(D THRIED
K2 4 BTk

W 2: vi=v PATFHRAED s v = ve - AT F
BAEQ, R J. >0, 008 1, B WIS IL G5 0 #
vy B v, A, AR 3.

IR 3 Jo<<d St o FiAE T 37 FHEEO
JGEEH T =d X v TR T T FIRED, TR
J =0, B4R BWFL TR 1.

A A I P S BRI
mitrich UPDATE.

R4 J>L HL>0,88L8F.

AL KT BT R P T S E A
P ERRAR, LA S A P S (T —
L) VB R F7 s L=0 1E L.

AR 2. FEEN 3 AR TR 1 TR AT

AR 3 A P S BRI
mitrich UPDATE.

BEARARIC S 5 Z 5 B IR S5 a4 B s il
4 DELETE By75 si#8 55 , it A #rnic i UPDATE (1)
T KR B B R T B IR S5 e R T
B HE BT R B d ST I 2 TR B

s — A 5 N4, BB my BT, M,
~M, AR P4, WIEE FH AR 3OOk A7 4tk %% 1
B E 3 Fros. B K @5 s B AR iE R

UPDATE B i 33X 28595 8 il 1 B 13 54
BHRICH) & TR FIERE AT 2 2T ok A
% GC IFT IR IE 12 ZLHHH A

P 3 St B S A 1o S )

3 AiEMERE Ot S0 E

3.1 HEESHT

AR SO e OL N SRR T AT T o0 b
BB RS 430 v 2% SCk[2 ], BR TR R 76 0k
A A,

I 22 BT SR TR b, 222 RN A 1Y
BIIEXT GC RS 1952 M0 24 85 FF 19719 13 &) b 4 A
T T, GC B K
L1 HUL L HEIFH P ECRIN AR P O
S, GC TP S5 FARSh Y £ T S8 n 5 d W
PR, BB GC (FFAY R 5 e BT

(DJ=L<d"'. i FEIFN A5 04 T4
TR R L<d B, A —A R G0 L &0
HARILA, Y L>d B AFTEBRAR T 05 2 AN A5
PSR BB B AR L, T4 AR 2 R i ie :
OL<d,WH

Ch=d[hL —(L—1]=d[(h—1DL+1]
(D
QL>d )\ h=0 2% h= | log, L | JZHIFTA T 5
YRR s e W N h= | log,L | +1 2% h=
h—1 2 A28 LA 85, 4
Co =d[(1+d -+l 4
Lh—1— [ log)L |)] =

d1+“0gd1‘J 71 B
A=+ La

1— | log,L | )] (2

()] =L=d"'. Wi, e L tnfar 284k, n,
FE O REA h—1 20 TE T Oh

http: / www. jdxb. cn



68 [T 7 . ]

E ¢

543 &

h
C2:d[1+d+o..+dh*l]:d[acllill] (3)

.12 4Fa 2 R L ANEIT RO, al ek

J=L BIEBLAL P SRR Bl T L—J A RR B

PRI L GC AN 245 33 6719 i ik SR B,

e J =L BTG OLIERE B 2s L —J 251 B ET.
(DL<<d" ' X5 2. DL<d.f

C=Cyh—(L—]) —=d[(h—DL+1]—(L—])
1)
QL>d. H
C=Cph—(L—J) =
dl\ LlngdLJ 71
| logiL. | )] LD (5)
(DL=d" ' A
C=C—L—D —d[‘; ]—(L RO

3.1.3 a3 BUEREAE I SO TR T
B AEIR TEEN O0T F.

(Dd>2. 48 h—2 2, BA W ST T3
T30 d A/ NRAL T S B e /N A% 7T
RIS d(d— 1)4\*1%* ﬁ&%/\ T ﬂwﬁbn d*(d
il)/\
Ty AT LA d’ l(d—1>/|\*ﬁ,rﬁ. Eia?w,ﬁwﬁ—
A T FRURERIN 8, BRTERIE R h—1. 24 T 8
T AT T BEVAS I 5 YT 5B Al 1) 4 408
TR 8 BER n BOEZEIN L T55 h—1 )2
N h )2, GC B AN A S k% — KR 1t
Ab T BRI d — 1, 306 1 SR T B Bk A A0

— 2R
C— [h—l)+§{”l)1d)ﬂu+
I+ 5745 "

(Dd=2.%d=2.]=10}n,=1, U5 EEIN
— A KN 1R
C=dn, =dh+]—1] €©))
3.1.4 Hat4 J>L,L>0. W, mfLLE T 43k 2
WAL B L AT —L. L AT s B e i A B T Y
WL J =L AR UL B 3T RN A J—L AN
R GC Zm R UL —2RTH 8. teAh . T B n
d — 1, 3k E\EJEE%MMJJH#%&.
(DL<d" ', X4y 2 Fh . OL<d ., H

c=city-p+[L=E] =

dlh=DL+11+ U~ + [ =L ] o)
OL>d A
C=CotU—D+ |

dl\ Llogdjj - 1
i

W _
+LGh—1— | log,J | >]+

—L| (10)

—l=

]_
di

&

J—D+ |
(DL=d"'.hH
C=C+U—D+|

—1
— L
—1 W h
d G [ L= v g-n ap
A LA s A SO A R 3 rh it 5 BH 1 SR
BEG UM TR, J=4,L=1,J8 T J>L.L<
d WL, A

C=dlth—DL+1T+ U —D+ [1=1] =

2X[B—=DX1+1]+U—D+

(E;:B | =12 (12)

X T A B o AR SCIE VR — R ST  BR TR
FELCAYE 2 55 0E.
3.2 MEEHE

RS — NP BN NUER d 5 R
T BEALEERC J A AR PR L AN B ok
SR 55 25 (A SR B SRR B 0 AR DL R 26
T B B FE bR, BN, d) M (4 096, 4) 45
HLIEAT 100 U BOF-SAEAE Jy Ik 55 00 B 4.

WE 4 FiR s FEMA P ECR B SO B
BIFEFH PR 0 TR B SR B E RS IR K
T P88 21 55 85 % P B0 55, GC 9 3 8 T
B TF LR BN X2k - 24 8 TF P BT bR
Tnest, & AAR S R A5 ARt Rl 2 38 i DL
AR Bl B P B ak s, i A
FH PRI A7 B Bl 22 385 s 24 i A
T AR, GC R ERIEH Y £ 3705, &
ARSI ke 7T AR B AN T 0, RS R T B T A
/N BT P BN AR B B A P B 3
GC BYFFERZ MG . X2 R R - > 25 Ay it
B B — 2 B BE R I A P B GC i
SR BN M GC 75 B e 6 4SBT B A AR R
HBE .

WA 5 iz 025 80 B 5 AL i JF A B B/ F
BRI T R L 2 BRI TR R SRR Y

&

&

&

http: / www. jdxb. cn



55 12 0

R G — T A B AR TR 69

157 g=a,N=4006

B4 G0 HOR T A

25. A Y5 BEAE A BT Y FH P B8 #3550
SR DU MO . IR R < 3 B SR 7 58
S AR BTN ES T35 3K . A ROt T YT
G HORET T LA 2 el D S e 55 s RO
o BRI 55 AR B

d=4, N=4 096

[§5 AU B SE R A SE T BT 89X L

4 LEHIE

RSO AF B R S YL HOR E AT AR AN L L 2 1
TPl A B TR Sk ST T ORI B
SRR IR RE AT T TSR B AT A H
BERIRW] BT S5 AT LA 35 s N SR T L 4
BHRCR ARG AR TR T — AR A n] A
AR B SR 7 58 & () R 08 25 i 0 HH 755 . 2% e
FUIMAFIEG T A LS 2R 2 A A5 B I ] i
G155 i 8 B ST T4 5

Sk

[1] JUDGE P, AMMAR M. Security issues and solutions
in multicast content distribution: a survey [ J]. IEEE
Network, 2003(1/2) . 30-36.

[2] LI Xiaozhou, YANG R, GOUDA M G, et al. Batch
rekeying for secure group communications| C] // Pro-
ceedings of 10th International World Wide Web Con-
ference. New York, USA: ACM, 2001;: 525-534.

[3] ZHANG X B, LAM S S, LEED Y, et al. Protocol
design for scalable and reliable group rekeying|[ ] ].
IEEE/ACM Trans on Networking, 2003, 11(12): 908
-922.

[4] PEGUEROLES J, RICO-NOVELLA F. Balanced
batch LKH: new proposal, implementation and per-
formance evaluation [ C] // Proceedings of IEEE Symp
Computers and Communacations. Piscataway. NJ,
USA.: IEEE, 2003. 815-820.

[5] NG W H D, CRUICKSHANK H, SUN Z. Scalable
balanced batch rekeying for secure group communica-
tion [J]. Elsevier Computers and Security, 2006, 25
(2): 265-273.

[6] PHAM T, WATTERS P A. The efficiency of periodic
rekeying in dynamic group key management [ C]// Pro-
ceedings of the 4th European Conference on Universal
Multiservice Networks. Piscataway, NJ, USA: IEEE,
2007 425-432.

[7] NG W HD, HOWARTH M, SUN Z, et al. Dynamic
balanced key tree management for secure multicast
communications [ ] ]. IEEE Trans on Computers,
2007, 56(5): 590-605.

[8] PRATHAP P M J. VASUDEVAN V. Revised varia-
ble length interval batch rekeying with balanced key
tree management for secure multicast communications
[J]. International Journal of Computer Science and
Network Security, 2008, 8(4): 232-241.

[9] JENCHIUN L, CHIENHUA T, FEIPEI L. Optimi-
zing centralized secure group communications with bi-
nary key tree recomposition[ C] // Proceedings of the
18th International Conference on Advanced Informa-
tion Networking and Applications. Los Alamitos, CA,
USA: IEEE Computer Society, 2004: 202-207.

[10] KWAKDW, LEEJ S, KIM ] W, et al. An efficient
LKH tree balancing algorithm for group key manage-
ment [ J]. IEEE Communication Letters, 2006, 10
(3): 222-224.

[11] VARTHINI BP, VALLIS. An efficient group rekey-
ing method using enhanced one way function tree pro-
tocol [ J]. International Journal of Computer Science

and Network Security, 2006, 6(12); 211-218.

(Umf Gk

http: / www. jdxb. cn



