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On-Line Anomaly Detection Method for Network Traffic
Based on Adaptive Filtering
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Abstract: A network traffic anomaly detection method based on adaptive filter is proposed to de-
tect all kinds of network traffic attacks. Multiple network traffic indicators are predicted by re-
cursive least square and the allowable statistical range based on the prediction errors are used to
detect anomaly. Detection results are finally normalized. The method has the following traits: no
training from any historical data, reducing the number of alarms, remarkably, and highlighting
the severity of alarms. Testing results on DARPA intrusion detection data sets show that the
proposed method is more suitable to detect denial of service attacks, and has a higher detection
rate, faster speed and lower alarm rate than similar existing methods with same dimension of
weight vectors.
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