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A Fast Pattern Matching Algorithm in Intrusion Detection System

JIANG Qingmin, WU Ning, LIU Weihua

(The School of Electronics and Information Engineering, Xi'an Jiaotong University, Xi'an 710049, China)

Abstract: A new fast pattern matching algorithm (called BMHF algorithm) is proposed to im-
prove the detecting efficiency of network data based on attack signature and to decrease the packet
loss rate in the intrusion detection system (IDS), by analyzing popular pattern matching algo-
rithms such as BM algorithm, BMH algorithm and BMHS algorithm. A new function Q(X) is
employed in BMHF to identify the number of a character X matching in the pattern string. When
Q(X) equals one, the matched information is used to enlarge the shifting distance. A new shift-
ing distance is also calculated according to the character next to non-matched characters in the
pattern string. The maximum distance among these shifting distances is used in the BMHF algo-
rithm. The process is repeated until the matching is completed. Experimental results show that
the BMHF algorithm has better efficiency. The decrease in the operation time of CPU is 5. 7 per-
cent, and the decrease in the average number of matchings is 12. 5 percent.
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int Pdist(char x,int d)

int a=0,b,flag=0,m=d,
while (a<m—1 && flag==0)

if (x!=P[a]) a++;
else

flag=1;
break;

}

if (flag==0) return m;

else

for (a=0;a<m—-1;a++)
if (x==P[a])
b=a;
b=m—-b—1;
}

return b;

}
}

B 4 Pdist pREHEER

int @ (char x)
{
int xx=0
for (int r=0;¢<P.size();t++ )
{
if (x==P[t])
++xx;
}
if (xx==1)
return 1;
else
return 0;
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