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Tracking Botnet Activity Based on Co-Occurrence Relation of
Domain Name System Queries

XIA Qin, WANG Zhiwen, LIU Lu

(School of Electronics and Information Engineering, Xi'an Jiaotong University, Xi'an 710049, China)

Abstract: Botnet activities can’t be tracked entirely with traditional methods because of the de-
ficiency of information in local behavioral feature. A novel approach on tracking Botnet activity is
presented based on co-occurrence relation of domain name system(DNS) queries. An algorithm is
utilized to calculate the co-occurrence between undetermined DNS and known Botnet DNS so as to
find some other Botnet DNS. Three improved measures are proposed in order to increase the ac-
curacy of evaluating co-occurrence. The three measures are filtering DNS access by network ad-
dress translation, differentiating individual spatial Botnet and observation time based statistic of
co-occurrence. Experiments are carried out with test data of DNS queries collected in the campus
network of Xi'an Jiaotong University. The results show that some advantages are acquired obvi-
ously with the improved measures, such as the number of undetermined DNS can fall to a quarter
of traditional method, the co-occurrence acquired is more suitable for the top ten DNS and the ac-
curacy is improved in finding zombies.
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