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An Adaptive Matching Algorithm for Regular Expression
Grouping in Network Traffic

DU Wenchao, CHEN Shugiao, HU Yuxiang
(National Digital Switching System Engineering & Technological R&.D Center, Zhengzhou 450002, China)

Abstract; In view of current multiple regular expressions matching algorithms consume too large
system resource, but provide low throughput, a new regular expression matching algorithm for
network context is proposed through analyzing typical regular expression matching algorithms.
The algorithm separates expressions that have interaction and could cause exponential increase in
the number of states, and assigns them into different groups. Then a DFA is constructed for each
group, and these DFAs are placed on the splay tree to schedule by their matching probabilities.

Simulation results show that the proposed algorithm not only could save more memory space, but

also could provide about three times higher throughput.
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group: FR/MUHT A

(4)min_cost=cost(min_group) ;

(5)while the size of cur_group™>1 do/ frtl &4

BRT1
(6)mini_cost’ = +4oo;
(7)for each group pairR, ,R, in cur_group do
(8) cur _ group” = cur _ group — {R,, R, } U
{RiURy };
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(9)/ % &3 groupl . group2 * /

10 if cost(cur_group’)<C min_cost’ then
(1D min_group’ =cur_group” ;

(12) min_cost’ =cost(cur_group’) ;

(13) end if

(14)end for

(15)if min_cost’ < min_cost then

(16) min_ group = min_ group’; min_ cost = min_
cost’;

(17)end if

(18) cur_group=min_group”’;

(19)end while

(20) return min_group.
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(4)read the packets from the traffic;
(5) for all TCP-links output explicit application
of search of TCP-links

(6) do

(7 traverse the splay tree from the root by
level;

(8) if any DFA matching successfully,

report the gDFA;

(9 stop the traverse; adjust the gDFA
near the tree root;
(10)
(1D
(12)
(13)
(14)end;
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end if;
end do;

end for;
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