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A Distributed Authentication Protocol for VANET
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Abstract: Vehicular ad hoc networks ( VANET ) are vital to enhance safety and efficiency in

transportation systems. A distributed and group-based message authentication scheme is proposed to
resolve information security and privacy-preserving problem in VANET , Efficient pseudonym signature
is employed in the scheme to preserve privacy; and the certificateless signature technology is used to help
vehicles to secretly receive a secret key. Management for secret keys is based on groups to reduce the
burden of key distribution centre (KDC). The certificate revocation list (CRL) is locally managed to
solve the problem of vehicle recall. Moreover, batch technique is employed to accelerate the verification,

and the efficiency is improved over 30%. Extensive simulations are conducted to confirm the efficiency of

the scheme in various application scenarios.
and robust than other existing schemes.

Keywords

Bl Fo 5l 0 4 A B AR B AR B0 PR & e L 422
A PO by — o L ) % 3l B AL L K ik B R 52
U A R F) — e FEL AL L B ] AR R Dk /0 T 8 5l
o LY R el S U R & SN Ve NS K
P 2 AR AT L T 3t R B A A R 55 . X LA
J s TG £ 3 1R (DSRO) b 1 L 742 03 21 358 T 26 46 A

RS H . 2012-06-02,  VEEFIA.

2 0 WA ] . 2012-11-02

B4 ¥ B H (61103143,61003300) 5 BE PG4 [ SRRl L 4>
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