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Abstract: A novel traceback method of dynamic probabilistic packet marking with multi-tag,
called iTrace-DPPM, is proposed to solve the problem that DoS attacks are difficult to defend in
the field of network security. True source addresses of direct and reflective DoS attacks based on
internet control message protocol (ICMP) are identified with the proposed method. The method
firstly calculates the number of routing tags stored in an ICMP packet with considering the size of
data segment and the threshold value of maximum transmission unit. When a router is prepared
to mark a packet, the distance from the generating node of the packet is deduced according to the
time to live, the marking probability is set as the reciprocal of distance, and the probabilistic
packet marking algorithm is further performed for one time at each tag field of one packet
independently. Finally, the victim host reconstructs the complete forwarding paths from the
received routing mark information and determines the true source host who launches DoS attacks.

A comparison with existing dynamic probabilistic packet marking approach shows that the
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proposed iTrace-DPPM has the following three advantages: less attacking packets needed in

reconstructing attack paths, support of partial deployment, and no extra network load. A series

of simulations under NS2 show that the number of attacking packets needed by the iTrace-DPPM

is reduced to the reciprocal of the number of routing tags of the traditional DPPM.
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