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Abstract; An adaptive SIQRS (susceptible-infected-quarantined-recovered-susceptible) spreading
dynamics model is proposed to solve the problem that it is difficult to describe the spreading
mechanism of malicious softwares in cyber-physical system (CPS). The quarantined mechanism is
employed to describe the perception and control abilities of CPS, and the link rewired mechanism
is introduced to depict the adaptability of CPS. The spreading rules of malicious softwares are
analyzed, and their differential dynamic equations are presented based on the mean field theory.
Numerical simulation results with different parameters show that when the infection rate is less
than the epidemic persistence threshold, malicious softwares cannot spread in CPS; when the
infection rate is larger than the epidemic persistence threshold and less than the epidemic
threshold, a backward bifurcation occurs which causes the bistability; when the infection rate is
larger than the epidemic threshold, CPS is stable at the endemic equilibrium; and a Hopf
bifurcation occurs when the parameters satisfy a specific condition. It is concluded that the
adaptive SIQRS model can accurately describe the spreading mechanism of malicious softwares in
CPS.
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