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Research on Ensemble Classification Model of Trojan Traffic Detection
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Abstract: An ensemble classification model for Trojan traffic detection is proposed to solve the
problem that traditional ensemble learning methods overly depend on training samples, have low
classification precision and poor generalization ability when they are applied to the detection of
Trojan traffic. Traffic statistics features between Trojan communication and normal
communication are distinguished and then extracted to build training sets. Equalization method is
introduced to improve the principal component transform of rotation forest algorithm, and the
updated rotation forest algorithm is used to rotate original training samples. Then, base
classifiers are constructed by using three classification algorithms: Naive Bayes, C4. 5 decision
tree and Support Vector Machine. Integration is realized and the Trojan traffic detection rules are
eventually established by using a weighted voting strategy based on the dynamic choice of
instance. Experimental results show that the model makes full use of the diversity of different
training sets and the complementarity of heterogenecous classifiers, and that a 96. 30% detection
rate is reached while the false positive rate is not higher than 4. 21% . that is, both the accuracy
and the generalization ability of Trojan traffic detection are improved.
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