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Abstract: A new anomaly detection scheme for wireless sensor networks ( WSNs) based on an
improved reconstruction method of compressed sensing (CS) and the intelligent optimizing GM
(1, 1) is proposed to improve the accuracy of existing anomaly detection algorithms and to reduce
the network energy consumption. A double WSNs heterogeneous anomaly detection model is
established, and the CS technology is used to process the upper observation nodes data collected
from lower detection nodes. An effective sparse matrix and a measurement matrix are constructed
by combining the anomaly detection model characteristics, then an orthogonal transformation
pretreatment strategy is redefined for the measurement matrix such that the observation
dictionary of CS satisfies the restricted isometry property (RIP). Since the data sparsity for CS is
unknown, a new CS reconstruction algorithm based on discrete social spider optimization

algorithm is proposed to realize the accurate reconstruction of the detection node data, and an
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improved GM (1, 1) intelligent optimization scheme for anomaly detection is designed to achieve
a reliable prediction of abnormal nodes in the network. The parameters of GM (1, 1) are
optimized through the iteration of the spider population, and abnormalities of nodes are
determined by detecting the relevant thresholds of the parameter sequences. Experimental
simulation results and comparisons with other anomaly detection algorithms show that the
accuracy of the proposed scheme increases by about 7% to 33%., and the network energy
consumption reduces by about 18% to 43%.

Keywords: wireless sensor networks; anomaly event detection; compressed sensing; social spider

optimization algorithm; signal reconstruction method
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