FH50% F 12 Hm & X @ kK O F ¥ W Vol. 50 No. 12
2016 4 12 H JOURNAL OF XI"AN JIAOTONG UNIVERSITY Dec. 2016

DOI. 10.7652/xjtuxb201612018

— M F A OFDM % 4 7T £ {5 18 18 {i I Bz 7Y
TR T =

BIERE, 2205, HRH., EHL RITA
(HEPTRHEROR R 7R 5 TR e, 410073, KU

WE. A ARBEAAPARNZERIERRE AL FRARG P AR BT —FF B ER S A
A (OFDM) % %t & £ A3 i AR 45 vl 5 09 AR I 7 5534 7 5 & 46 A) A A8 45 R UL 89 45 5 2T 43 18 A48
i vey B ATAR M IF BLRE AL 5 — AN Ak 0 Kl i 2T IR M A7 B) 69 43 i AR AE i AT E AL A R4 B A
HR B ERARTRR AL EEREZLT TV E, RAMBERANZEL DL RE &%
R BEZED AR EERRBFLLEN. ZH5EAI>ART REZE A0 26 A A T
G AEFE—ANEGETERZIUTAMBEN RS T L RZIT EARBER, B G T
A B TR A B ZRMES + oM MR ET S R %Kk, FALREAN, H1E%
ek 10 dB . 5 e AWM A FREMIEfZHERENEARRT EML. TR T ENENEEH
¥ 34 %A 1000, BAR—HE 5 AN KA 3T YA 63% . FA T AR ESHNRET 6.6%4 17%,
Bl BF AT # 7 A b9 F 4R T NIST M ALt X,

KB : FARBGLEZEME R AAH; EHARE

mESES. TNIL.7 XEFEEMDL: A XEHS. 0253-987X(2016)12-0114-07

A Secret Key Extraction Scheme Using Wireless Channel
Phase Response of OFDM Systems
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Abstract. A secret key extraction scheme based on wireless channel-phase response of orthogonal
frequency-division multiplexing (OFDM) systems is proposed to solve the low efficiency problem
of secret key generation based on the characteristics of wireless channels. The proposed scheme
probes the channel-phase response by using the probe signal with random phase, and a node is
randomly selected to generate an initial secret key by quantizing the channel-phase response. The
initial secret key is mapped and pre-equalized, and then sent to the other node to achieve secure
distribution of the initial secret key. Finally, the both sides receive secure secret keys through
information consultation and secrecy enhancement. The proposed scheme fully utilizes the
randomness and reciprocity of the wireless channel-phase response and generates the initial secret
key by quantifying a single legitimate node. Thus the performance of secret key extraction is
improved. Further, the security of the scheme is ensured by the sensitivity of the channel-phase

response to the distance between the transmitter and receiver. Simulation results and comparisons
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with the existing channel-phase based scheme and the channel-amplitude based scheme show that

the secret key capacity of the proposed scheme increases by 34% and 70%, the secret key

mismatch rate decreases by 37% and 63%, and the secret key generation rate increases by 6. 6%

and 17%. Moreover, the extracted secret key passes the NIST test.

Keywords: secret key extraction; wireless channel-phase response; pre-equalization; secret key

capacity
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