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Abstract: A secure physical layer transmission scheme using full-duplex base station jamming is
proposed to guarantee the information security during the uplink transmission in 5G non-
orthogonal multiple access (NOMA) systems. Firstly, the binomial point processes and Poisson
point processes are used to characterize the spatial distribution of user equipments and
eavesdroppers in a NOMA uplink transmission system, and a NOMA uplink transmission model
is established. Then, in order to achieve secure transmission with limited overhead increment by
user equipment with low hardware complexity, the base stations not only receive the signals but
also keep emitting jamming signals all the time to degrade the performance of any potential
eavesdropper. Finally, based on the full-duplex jamming scheme the reliability and security of the
system are analyzed using the stochastic geometry theory. Simulation and theoretical results show
that the user equipments that are closer to the base station have more security enhancement using

the proposed scheme. Even for the user equipment that is farthest from the base station, the
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proposed scheme can still increase its secrecy throughput by about 41% at the optimal jamming

power.

Keywords: physical layer security; non-orthogonal multiple access; full-duplex; uplink

transmission
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