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Fine-Grained Network Traffic Classification Architecture and Optimization
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on Information Transmission and Dissemination in Communication Networks Laboratory, Shijiazhuang 050081, China)

Abstract: To solve the problems of coarse-grained network traffic fingerprints and large memory
consumption in the matching phase, we proposed a fine-grained network traffic classification
architecture to achieve automated signature generation and optimize memory. As some portion of
the data payload in a function is invariant and the signature reflecting the application function is
atypical in internet traffic, the signature generation is mapped into the problem of obtaining the
frequently occurring substrings and their corresponding occurrence frequency. In the case of
online matching, according to the idea of k-means classification, the distance is redefined and the
rules are reorganized using the heuristic heterogeneous bit-split deterministic finite automaton
method to achieve the purpose of optimizing memory usage. The experimental results show that
without knowing the format of the network traffic protocol, the method can automatically
generate fine-grained traffic fingerprints with an average recognition accuracy of 93. 65%, and is
not sensitive to noise. In addition, if all fingerprint character fragments are re-optimized during
matching, when the number of fingerprint rules is above 4 000, it can save nearly 50% of
memory requirements compared with the previous bit-split string matching methods.
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