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Time-Delay Propagation Model and Suppression Strategy Design
of Operating System Virus

WANG Gang, FENG Yun, MA Runnian

(Information and Navigation Institute, Air Force Engineering University, Xi’an 710077, China)

Abstract: To effectively suppress operating system virus propagation in the network, a time-
delay propagation model and the suppression strategy of operating system virus are proposed
aiming at the characteristics of operating system virus, such as strong target and delay of
infection. Based on the SIRS model, a new state and the infection time delay are introduced. The
time-delay model of the operating system virus is constructed. The equilibrium point and the
basic regeneration number are given. The global stability of network system at the virus-free
equilibrium point is proved by direct Lyapunov method. According to Hopf bifurcation theory,
the threshold of bifurcation is calculated, and the Hopf bifurcation behavior is analyzed at the
virus equilibrium point. To solve the oscillation in the case of too high infection time delay, the
virus propagation suppression strategy is designed. The oscillation can be eliminated by fine-
tuning the switching frequency of the operating system. When the number of infected nodes is

stable, switching frequency of the operating system is renewed with reference to the basic
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regeneration number. to eliminate virus completely. The theoretical and simulation results show
that when the basic regeneration number is less than 1, the network can be globally
asymptotically stable at the virus-free equilibrium point. The network can eliminate the operating
system virus relying on its own immunity. When the basic regeneration number is greater than 1
and the time delay is greater than the corresponding threshold, the number of infected nodes has
periodic oscillation. It is difficult to determine the network environment at this time. The
oscillation can be eliminated by fine-tuning the operating system switching frequency. When the
basic regeneration number is greater than 1 and the time delay is less than the corresponding
threshold, the network is locally asymptotically stable at the virus equilibrium point, and the
network security situation is clear. At this time, the operation switching frequency can be
adjusted according to the basic regeneration number to ensure network security.

Keywords: infection time-delay; virus propagation; stability; Hopf bifurcation; suppression
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