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Abstract: Because of the lack of research about branch prediction vulnerability on ARM
processor, a branch prediction vulnerability evaluation method is proposed to evaluate ARM
processor security. Studying the attack process of branch prediction vulnerability, a six-step
attack model of branch prediction vulnerability is extracted. According to the difference of
microarchitecture and address space used by branch prediction vulnerabilities, the existing branch
prediction vulnerabilities are divided into nine types. Based on the attack model and classification
method, a branch prediction vulnerability evaluation method is designed. Nine kinds of branch
prediction vulnerabilities are evaluated on three mainstream ARMvS8 architecture processors. The
evaluation content includes the influence of vulnerabilities, the effectiveness of defense methods,

and the discovery of new vulnerabilities. The results show that some ARM processors are not
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affected by branch prediction vulnerabilities at all, while the others are only affected by 5 or 6

branch prediction vulnerabilities. In terms of defense methods, there is not a single defense

method that can prevent all branch prediction vulnerabilities, but a perfect defense system can be

constructed via combination of different defense methods. During the evaluation process, a

prediction execution vulnerability unique on ARM architecture, the sequential prediction

vulnerability, is also found, which can expose arbitrary data in the same process space.

Keywords: ARM processor; branch prediction; vulnerability classification; vulnerability

evaluation; sequential prediction vulnerability
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Fig. 3 Attack model of branch prediction vulnerability
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Fig. 7 Classification of branch prediction vulnerability
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5. Function gadget() {
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8. Function main() {
9. speculation();
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