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Abstract: An algorithm to monitor the control signal of drone using residual neural network is
proposed to solve the problems that remote control signals of unmanned aerial vehicles (UAV)
are usually susceptible to random noise and narrowband or broadband interference, and it is
difficult to extract the frequency hopping period and rate of frequency hopping sequence of a
remote control signal. Firstly, a time-spectrogram is obtained via a sliding time window, and a
threshold of signal spectrum detection is calculated by a joint adaptive method. Then, pre-
processing operations such as binarization and interference elimination are performed on the time-
spectrogram to construct the time spectrum to be measured. Turther, a large number of
processed spectrograms of different control signals are used as a data set to train and test the deep

residual neural network, so as to avoid the problem of difficult extraction of frequency hopping
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features. Finally, the trained network is used to recognize the current remote control signal and

its model in real time. The proposed DRN-UVA algorithm overcomes the adverse effects such as

occlusion and UV A size, and is an effective supplement to anti-UVA system based on radar or

optics. Experimental results show that the DRN-UAV algorithm shortens the single recognition

time to about 1/25 of the traditional reading method. At the same error detection rate, the signal

spectrum detection threshold obtained by the DRN-UAYV algorithm reduces by 1. 4 dBm compared

with that of the traditional method and the detection range is effectively increased on different

hardware platforms. When the signal-to-noise ratio is higher than 5. 5 dB, the detection error rate

can reach less that 0. 01% under the interferences of single narrowband fixed-frequency signal and

WiFi.

Keywords: drone; remote control signal; frequency hopping sequence; recognition; residual

neural network
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