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Abstract: A double image visual security encryption algorithm combining compressive sensing
and chaotic mapping is proposed to balance the security and efficiency of image encryption
technology. Firstly, the classical one-dimensional Chebyshev chaotic map is improved by
introducing a nonlinear feedback term to construct the key-controlled measurement matrixes and
secret code streams. Then, the measurement matrixes are employed to compress the integer
wavelet coefficients of two plain images from two directions, respectively, and under the control
of the secret code streams, the compressed images are encrypted through Fan transform and
bidirectional diffusion operation to generate secret images. Finally, the least significant bit
embedding method is applied to randomly embed the encrypted image information into the pixel
value channel and the alpha channel of any carrier image to realize the synchronization

compression and visual security encryption of the two plaintext images. Simulation results show
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that under the premise of security, the proposed algorithm could double the payload capacity of

secret information, reduce the encryption time by more than 40% , and improve the peak signal-

to-noise ratio of decryte image around 1~7 dB, compared with the visually secure single-image

encryption scheme based on complicated hyper-chaotic system.

Keywords: image encryption; bidirectional diffusion; chaotic map; compressive sensing

B I 24 L3 15 A 22 AR EOR B9 H 25 % i 80T
PR A HR #A5 B AR B R B AR v 80 2 3
BT B 2257 L B o S R AR S A AN . AR
TEfR B AL SEAL B BRI 5 L R AR & g A7
filf i A A7 R 3 1 2 2 A U Ui R R R 2%
A g3 7 A5 6 B Rl A0 KL AR
DRI ey x (21 5 00 £ R E AT A 8D 9 3 T A N
Ainolk G 2 I 8 45 R 22 A B AT R 0 T SCRITIT 5
e

7E VB 4 19 52 B 8 3 53 v AR AR AP AR {5 18
ety 58 A0 AT == 18] 2 BR A5 & AR PR 20 T
L o T 4 R B 5 22 SR DN 4 R A 4 AT
S B B ST PR 0 [R] 25 e 48 0I5 LAAT 2008020 L
R e R R SN R S s B R R EPSE S
LG BRI 0 SRR AR AR I TR TE LA
IFAT H 4 AR Arnold 75 e 4 g — B A 20 4
4 i 2 Bk DA R AR 5 S R AR AR IR R i 2
(1) 49 A SR AP 5 Tl i 0 5 45 - S A i o 7 A B AL
AL BT — b e R LR 5 s 246 i B3k L OF R
Y Logistic W A AL H I i AR [ LAl 42 1% i %5 91 1)
GRS A G S 45 A TR T A T A A R 4 R A
fE R SRS RE T HEASZ 2 E ok
Bomas Sk o SR LA b 8 5 vk 2 2 6 B SC
B 0y T B8 T8 SCRY 2R M A 9 SC IR I By
PR P BE A Ik 14 %00 TR G 5 5 5 ke B0l 3 19 7
T DT 52 3 3% 40 5% T WA L STt o0 A L Rk W S
VAT L G i

e WSS TR S i i A B9 07 32X A R
HA L 2 4 i 5 SC 8 X 1 SR A5 A 530 i b
TER I AT WCE LR . Bao F45 RN % 2 )5
A BB R Z T AR R T 4R R AR R
Fi% % SC B0 RS 2 W SR | 4 A = T FE AT
8 A7 it 23 18] AL g2ty 58 . O 1 gk D2 ) AL, SCRiRL 8-
9 1€ Bao MUHESE vh 5 AR 4 BRI B, 73 S 4 Hh T
PR ELA OB 5 SR RN 2 Sk . SCRRE8 11 6
M A = AR L Cae 5 D R RS A A 00 65 6 L X ] S
P804 /0N B 28 B A7 1 455 D0t -7 25 [ 1o Bk
(5 B BEYL o A B AR B G s SOk L9 13t T —

http: // zkxb. xjtu. edu. cn

ol 85 5 A7 s A4 R0 AR 50/ D el ik A 1) PR R
AN T AR b ST R AR R AR A
L P R 53092 249 7 D 355 8 SC IR OR ST  Z8 1Y iG 4
T SEEL T B I SC R AL A T

A DL b g3 B n] R R B T e A SR AR AR
3 0 G I B8k vh YR TR g FE T AR O 2
2 L I R R S T A PR AR P O O O R R
U VR B4 5 e ) o 8 B v 2 A MR AT B R 4R
JE . A MBS 28Ok w4 B IR E R gE. U
ARAT T W0 42 4 1 BE 4 45 . {HL [R] B o B Bl B OR
THEIT 8 PO 2R T &R G i ke i AT Ak,
SRAETT 1 4 A P R 2 [8) S L G i 3 1. 55
— 75 T » 32 R4 AR A G B A S N Z A 2.
A B MR BT 22 4 o B 1 ) J0 W R 4
I8 1 v RO BT K

Ry fif e LA E a) A AR S T — el R % LA
B E 2N R . e W R AR
82 4 B 2 [a) () ¥ £l Mt &, X —4E Chebyshev R
W SR EAT T ROt S BVTE D AT WSt v g | A — AR 2k I
AT TR DRI B3V 22 4 P 1Y) (] s A 2050 b ik 20 3 58 O 4
AP 4 s 208 TR R e AR AT 20 R A BER S X 4
B SRR AR AT 1] B AR A7 T 46 IF 23 il A
SN AR LAY AR 25 (638 38 A1 alpha 38 38, A 208
TE T S5 0 4 1 B R A o i 24 52 B R
SCIEIMG Y W oE 22 42 g . A7 45 R R RE 2 B R
B AR SCRT 57 1 FoA RO AL 0E 22 v TR 4 P e
A Y PRAT RO, ] o IR Y R8T 1 2 (R4
AR SR BT R R T 5
1 RS
1.1 Chebyshev 38 7 Bt 5t

Chebyshev iS5 & —Ffr DL £ o 2 61 2 50 —
IR HRCE R

X1 = cos(karccos(x,)) (1)

o, RS AS B 0 WG Y 2% AU (R &
MR SR HBER B s[04, B 1 4T
Chebyshev {5 19 7> 70 K. E Al LA
LIRSS AEAE LU T ()3 QB4 XN AFTEAR 3 i ©




52

VAR 55 S5 T i R RURNIR O IS 1 TR A 22 A o B vk 141

FEAERS VE T OFESE k18 A IUE A5 B Py T
SRS AR 2

1.0

1 Chebyshev Ji& il i 5 1 43 22 &
Fig. 1 The bifurcation diagram of Chebyshev chaotic map

1.2 Bt BLR R AT
&%} Chebyshev {8 il il 5 77 76 B BB » A SC X
HARG )y Bk A7 ek, BP7E R D M Al 5 A —4
AT, ity Chebyshev W5} (improved Che-
byshev map, ICM) & 4 J7 &
X1 = cos(((4 + w)x — usin(nzx,))arccos(x,))
(2)
A w € [0, 4 120 1% U A TR I Bl S5 7 42 1 240
BB Chebyshev 8 SR 1Y) 43 225 161 G &) 2 Jife
No B 2 W UL TESE w WA BUE X ) DY, el itk
J&i 1) Chebyshev B 55 15 4b T 3t e SR 25 [ i 3y
UL KA A ) R A B e, A AR XS
B R 1 EL B TP LB Chebyshev YR I HE BEH Ao i
25 ] TR $8 S A T 52 pR BN A M L i B AT A F)
Pk Chebyshev YR i B 5 (7 B 3% .

1 2 3 4

&l 2 Bt B Chebyshev VR il B 5 ) 53 25 €]
Fig. 2 The bifurcation diagram of ICM map

1.3 st BY SR i mk Gt B 1% B 43 4
1.3.1 ZFHEERIH

Xf T GE TR T WS (e, ) o 2R 5 0 R 48 R
(Lyapunov exponent. LE) A f 2 (3) 545 2|1,
H— N AR I RGER LEME KT 0, WiZ R G047
ARG Rk T

http: // zkxb. xjtu. edu. cn

N
L= lim =7 | £ | (3)

B A SC Bk 3 K Chebyshev TR i i S At 2= 7 3
W IR ES SCHER [ 15-17 ] 4 — 24 1R 1ol e 559 1) 22 e
s RIS BIAT X L g g R E 3 iR .

101
o ACHTHR—SER
— — R E TR
— 45y = fo B
I AU N
56000606600000606000006000¢€

poo

W
T

A RIR
(=]

|
W
T

oy
2
(NN

3 — iR A B 2 v R 4 R

Fig. 3 Lyapunov exponent spectrum of 1D-chaotic map
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Table 3 Experimental results of proposed encryption scheme

against differential attacks
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Table 5 Experimental results of decryption quality analysis
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Fig. 11 Experimental results of robustness analysis
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Table 6 Comparison experiment results of encryption time
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