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Automated Typographic Prompt Injection Attack on Vision—-Language
Models
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Integration and Bionics, Changchun, Jilin 130025, China)

Abstract: In response to the security vulnerabilities exposed by current vision-language models in
multimodal scenarios, this study proposes an Automated Typographic Prompt Injection Attack
tailored for autonomous driving scenarios. The proposed method constructs an end-to-end closed-
loop pipeline consisting of autonomous driving scene perception, automated adversarial semantic
generation, physically adaptive rendering, and cross-modal decision hijacking. Specifically, a Vision-
Language Model (VLM) is first employed to perceive the original driving scene state, after which a
Large Language Model (LLM) automatically generates adversarial text instructions with strong
semantic inversion and deceptive effects. Subsequently, combined with an object detection model,
the generated attack texts are adaptively rendered and typeset onto appropriate physical carriers within
the scene. Finally, a cloud-based Large Language Model is introduced as an automated referee to
accurately evaluate the attack success rate of inducing hazardous decisions by comparing the perception

and planning reports before and after the attack. Experimental results demonstrate that the proposed
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Automated Typographic Prompt Injection Attack successfully deceives various advanced Vision-

Language Models, including Qwen-VL, InternVL, BLIP, and the autonomous driving specialized
model DriveMM, achieving attack success rates of 67.55%, 61.51%, 30.57%, and 10.38%,

respectively.

Keywords: autonomous driving; vision-language models; typographic attack; prompt injection;

safety
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Fig. 1 Pipeline of the Vision-Language Model Based on

Dual-Branch Joint Training
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Fig. 5 Image comparison generated by three attack methods
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Table 4 Statistical Results of Repeated ASR Experiments
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Table 5 Statistical Results of Generated Token Confidence
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Fig. 6 Visual Attention Heatmaps of Attack Samples
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