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Knowledge Distillation Adversarial Attack Method Based on Generative
Adversarial Network for Medical Diagnosis Model
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Abstract: To improve the ability of a medical diagnosis model to defend against attacks, a
knowledge distillation adversarial attack method based on generative adversarial network for
medical diagnosis model is proposed. Firstly, a medical adversarial attack end-to-end training
network is created, and the residual network is used as the adversarial network architecture.
Secondly, the dilated convolution block and the channel attention mechanism are integrated into
the generator feature block, and the Markov discriminator is used to improve the discriminator
network structure. Finally, the generator and the discriminator are used to form a generative
adversarial network, and the adversarial samples are used to conduct knowledge distillation
adversarial attacks to train the medical diagnosis model to improve the recognition accuracy.
Adversarial samples are used to verify the attack of the proposed adversarial method. The results
show that the success rate of this method is 92. 6%, an increase by 20% compared with the

mainstream method for reference. The maximum mean discrepancy decreased by 3. 68% , and the
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peak signal to noise ratio and structural similarity increased by 5.07% and 20.29%. The method

solves the problem that the medical diagnosis model is difficult to obtain the network structure

and parameter information in the adversarial attack. The generated adversarial samples are closer

to the real samples, and the network effect is better. It provides a reference scheme for auxiliary

medical model diagnosis and model security.

Keywords: medical diagnosis model; knowledge distillation; adversarial attack; generative adver-

sarial network
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Fig. 1 The network architecture diagram of GAN
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Fig. 2 Distillation model construction method

Tl WOR e o K VI R R 18 X6 T A o A6 TR ) A A
T AT RS BT o MR i i 1 R0 0 DUAICR, BB R
XL B BT RS M A R

2 PRrA A AR X 4 0 B

ARSCER T GAN B B 24 12 W B 80 R 75 18
SHHL 3 7 i AmdGAN ( Adversarial Medical
GAN) i IR ZE A BT B bR B i 17 52 1 44
AR O BT 2 . B 25 M 2 W 4% (ResNet) 22 14
Xt BB B A AR AR R il A RS ALY
R ZE PSS 5] A B T ) AL (SENet) XA
A R AT A6 WA o8 T 2 T R S 3 % 4 Sy
il g o BRSBTS TR E A 3 R

She

BIRA] KA
A AT

L E S EIE
Y HoESE _
v @ o | EHEE
Adam. SGD T 2
AR &
i ) S T
FIEGANAE R (RS
ARIETY 3y
¢ R RE A [
ResNetd 5k % LEULRE
ATk E Pkt ¢
v T BT
SENetifi& I AT
BN

K3 o AR A

Fig. 3 The flow chart of adversarial attack




W

FNER A T AR R B I £ £ 1 238 TR R SR AR R P il O v 7

2.1 FOREEXIMIERY

FHEIE T GAN [ B= 2432 Wi 0 15 28 48 % e e
BB AL A5 AR AR G B85 D X Pt B0l H8 R e
g E 4 PR .

HEBFEA

B4 St Hr oo 3 gk 2 4 1

Fig. 4 The overall architecture diagram of adversarial attack
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Fig. 5 The SE attention mechanism network structure of generator
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Fig. 10 PSNR evaluation of four adversarial methods
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