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Abstract: Aiming at the threats to security that sensitive images of smart grid are stolen and
abused, and at the problem that the existing ciphertext image retrieval solutions are difficult to
achieve both high retrieval rate and accuracy, a retrievable attribute-based encryption scheme for
sensitive images of smart grid with multi-feature fusion is proposed. The scheme extracts deep
image features through the Dense convolutional network, and respectively extracts three
traditional image features including bag-of-words features, colorspace features, and histogram of
oriented gradients features. The principal component analysis algorithm is used to fuse and reduce
the dimensions of four features to enhance the representative information of the feature vector.

Based on the p stable locality-sensitive hashing function and the improved secure nearest neighbor
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algorithm, the security index and the trapdoor are constructed for the sensitive image dataset and
the query image, respectively. The ciphertext image retrieval result is obtained by calculating the
similarity between the security index and the trapdoor. The ciphertext-policy attribute-based
encryption mechanism is combined with searchable encryption, and only the users who meet the
access strategy can obtain the plaintext image retrieval results. Theoretical analysis and
experimental analysis indicate that in the real power dataset, the key generation time, index
generation time and retrieval time of the proposed scheme are all in milliseconds, and the retrieval
accuracy is 88.6%. Experimental results of the three comparative schemes indicate that the
proposed scheme has the best balance between retrieval efficiency and retrieval accuracy. The
fusion of deep features can increase the retrieval accuracy of the three comparative schemes by

5.7% — 11.4%. The security analysis shows that the proposed solution can resist known

ciphertext attacks, known background attacks and collusion attacks.

Keywords: smart grid; ciphertext image retrieval; multi-feature fusion; ciphertext-policy

attribute encryption; locality-sensitive hash
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Fig. 2 Overall flow chart of proposed scheme
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Fig. 4 Encrypted image retrieval time comparison

W RE i AR A I35 80 10, 76 1T s 1 %L
N 2.4.6.8.10 BREBLT » 23 i 0 A R R AR S
GARRG] A F T E U E 2 76 ms, P E
Bk e R G M 5 5 A1 2R B R AN 18T 5 iR
LA P B JE PR ROT AR 2 5 e R e R g A
SRR JE 5 TR T B A B S TR RO 1R
ARG BT DL e M Bl s 25 i R B T
AR o JH P JE PR AL AT AR ST 15 15 Ji A S5 ) 384 o i
S | (e R O T = AP B R T DR M N TT =

Zit R HEE HT.
700
—u— f B AR
600 ——TERI AR

500
£ 400
e,
=
= 300
200
100¢: o > 5 *
0 1 1 1 ]
2 4 6 8 10
AP B

5 PR PEBON 22 4 51 M A 0 A U
Fig. 5 Influence of number of user attributes on generation

of security index and attribute private key
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Table 3 Comparison of ciphertext image retrieval accuracy
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Table 4 Comparison of retrieval performances for different

reduced dimensionality of fusion features
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Fig. 6 Ciphertext image retrieval results
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