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Suppression Strategy Against Network Virus Propagation

Based on Interactable Trust Value Mechanism

WANG Gang, FENG Yun, WU Weijia, MA Runnian

(Information and Navigation Institute, Air Force Engineering University, Xi’an 710077, China)

Abstract; To suppress virus propagation more accurately, a suppression strategy against virus
propagation based on interactable trust value mechanism is proposed., and an interactable trust
value mechanism is introduced to improve trust value model. The main improvement measures
include: 1) To facilitate data processing and interaction, discrete trust value is adopted; 2)
Combined with the immune mechanism of virus propagation and the direct trust model, the direct
trust value update algorithm is designed via referencing to TCP congestion control algorithm, so
the preliminary processing of infection information and the trust restoration are realized; 3)
Following the indirect trust model and RIP routing protocol, a trust value interaction algorithm is
designed to further utilize the infection information by sharing the trust value between nodes.
Based on interactable trust value mechanism, a virus propagation suppression strategy is put

forward, where the node determines its own safe environment based on the trust value and
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independently decides the range of interrupt link. According to the number of newly infected
nodes in the network, the threshold of trust and the ratio of untrusted link interruptions are
adjusted adaptively. The range of link interruptions is dynamically adjusted according to network
security. Simulation results show that under the condition of parameters here, the interaction of
trust values enables to lower miss rate by more than 60% , and heighten accuracy by 1 times at
minimum trust value, but the accuracy remains unchanged at maximum trust value, which makes
the trust value curve from convex to concave. It is found that unreliable link density is higher at
low trust values, and in the process of virus defense, the maximum interrupted link ratio of the
proposed strategy is only 63% of the average value of the random link interrupt strategy. The
total number of the interrupted links of the proposed scheme is 21% of the random links interrupt
strategy without considering the part after completely eliminating the infected nodes.

Keywords: virus propagation; suppression strategy; trust value interaction; dynamic adjustment
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Fig. 1 Trust value model
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Fig. 2 Link marking before and after trust value interaction
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Fig. 3 Virus propagation suppression process
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Fig. 4 Node state transition diagram of SIRS model
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Fig. 7 Simulation of virus transmission and mean square

error between simulation and model evolution results
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during execution of different strategies
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