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A Classification Algorithm of Online Network Traffic Based on

Self-Organizing Incremental Radial Basis Network

CHEN Zhuo, LU Na, ZHANG Yanhui, MIAO Jingcheng
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Abstract: An online semi-supervised traffic classification algorithm OSOINN-RBF is proposed to
solve the problems of slow model training speed, high sample labeling cost and difficulty of real-
time classification in traditional traffic classification methods. First, an improved self-organizing
incremental neural network is used to perform online incremental unsupervised learning of data
and to obtain a SOINN network that represents the distribution of input traffic data, and the
weights and radius of the nodes in SOINN are used as the center and the radius of the hidden layer
of the radial basis network; Then, the radial basis network captures the regularity that is difficult
to find in the data, and has good generalization ability and learning convergence speed; Finally, a
small number of labeled samples is used to adjust the weights of the output layer of the radial
basis network and to improve the classification performance of the network. Experimental results
and comparisons with mainstream classification algorithms show that the classification
performance of the proposed algorithm is the best, with minimal time overhead; The
classification accuracy of OSOINN-RBF algorithm is also improved by 5% to 7% compared with

SOINN algorithm when facing unknown traffic categories.

Wer Hi . 2020-05-26,  AMEFE WA ML (1997 L, B WA B GEGEE) . . 84 R W EA SN, EHEeTH.
E R H KRB F I BT E (61703427,
[0 £ HH BRI T] . 2020-07-29 W 4% HY B AE : http: // kns. enki. net/kems/detail/61. 1069, T. 20200729, 1425. 002. html



12

Wt S AT ) 2 U e A i) i 9 4% ) 7 2 IR 4% A e 0 20 0k 63

Keywords: traffic classification; semi-supervised learning; radial basis function; neural network

H Al 25 IR H 257 K, 28 AT Hia s 4%
T G b AT D 4 O U A LRI D 4 A R R LR
PEE G (4 R 55 T o T B AT A% e 2

IO 4% 900 0 4 2% 2 AT il 11 O 9 L UR AR I
FE S A s VS T N S a7 X Sy e e 4
A7 ERL (EL Bk B 22 14 I TSR ] 8 28 o F R, 3 80X
7 325 B 43 R VA R R IR A . R B A A Ty vk 5
43 AT B A i 4 AT 28 B R U I 2SR
XA IR B AE G T B AT SR R RS A T
a2,

AR BT R TR A BL AR 2 2] o 2Ty
HZ R TR RS . ML ) Bk i
IR 2 5 b id o0 A B 2 I T
U W R S B A MBS SRR T K
A B IC IR R AR L AR 50 JEHE I 5 (e L
UM R HL o T LA MBS 2 ) O A A7 B AR A
e ) R 7 R BRI . TG W 2 ) W JE T AR iE I 2R R
A, H T EA K-means ,PCA %, X )5 0] L)
FEHE A AR ICARAS 1) B & R AE SR 2E A7 43 2 (A A 1R A
N B FRICREA 48 T o U R AR
B ARSI WP 5 vk B A b Al R D R AR e R AR
FK i TR e A, B A8 A 45 4 1) 4 25 1 1B g
WD BRI A R

TG B HLAS 5 > 40 2607 1 b i g o, 2K
JIT A VI 5 B0 b 250 16 A AT L A7 7 26 BRI 2502
TR 2R B R BB I AN SE A S A A T 2R )
ZRAUHE o BT 0 28 3 i 53 2 118 S R ) e, SR [ 9-
L0 J A 1 B AN GR AN AE eI 2505 v ik WA 2 Il 25
7 1 HL A AR B R 2 () A 2% B L O A 0 4% i i
FELR AT, SCHRC1T 48 T A 412U & 26 X 4%
(SOINN) , SOINN i F 4% 1k, 1% % £ $1 $1 45 ¥4 K J2
B 54 30 o A o R PR 2 i I 2% )1 A B o 2
LML RS, SCERC12 18 SOINN 5 H Al
P ) 46 S R AT A0 BT EL A8 IE B T SOINN He H:
b R 2R W B 2 > O vk B AT 4y M

B 3% v T R A ) O 4% 90 i 2R ) R, Ol T 4
e 43 28 T TR AR A R SIS I L AR A SRR B
FBE AR SCHRE Y — P AR AR P R R SR
(OSOINN-RBF) ., 7EZ A~ 4 L3k 7 /5
AR A E A 7R £k 2 2] Bk, OSOINN-RBF H
A TR B 43 S R R A AT O B R R Y 224 1T
) A 0 90 £ 20 B, OSOINN-RBF J i AN H A5 5

http: // zkxb. xjtu. edu. cn

TEV A 7 W BE 58 P )2 R 5 Jud E X
TR CUE TP H O TP PR . H RS H AR R
PRSC) o SCHRLS 683t v BT A3 8l 60 1547 G T4
Mr - %77 1 HOBEHT T B 4R 00 ) 28 3 1 03 2 AN BE TG 2
LRI e . ARSCER I T — Rl i T AEL
>J B P 248 A o RAE R A 1 TR

P v 1) 5 40 00 A BERASE B DS R I 5 A B E L T
A /R 1oy w8 | B ST ST I € R N
SR I 7 22 S SRR AR A TR R AR .
CICFlowMeter T. H 52 Bl F ¥t A= B¢ K 45 1iF 42 B )
AE » 3 AL S REAE 4 Oy i B, AR S /N Ll
HIEL I,

AR SC I 26 i AT EHE SR 3 R 2 A FE B EL
Wt 2 2] FIAE R 3 w4 2]

(OHIhR2E > A FF IR T H nDPT X 4l A% 35 15
(/B4 F I S= {5, 0<i<< N} #4745 10 . 15 5| 9]
R RIS Y= "{y,,0<j<<M} . A & {s, .y, ) Bkt
P FR R ARV IR R ICHEABE 4 R OSOINN-
RBF 58 10 I A 72 1) B s J2 A A b J2% o 42 1) 2 o
(RBF) [ 2 %yt 2 it FH A i i) WA B AR A ) 3% AR
(G RN attr

(2) TE LR B2 ) BT B 0 R 5 b i 19 O 4080
iy NS, {1 ] ek B SOINN B vk %o e ik )22 4 47
FEL I 2 ] VRN R R R S B A . A
IGREAE ) SRS g 3 1) TR A R 20 TRk
RS IR A R LA B R R R et ] B ) d 2
>J i B E T I 1 )2 o O TR A5 7 A B 2




64 [ . ]

Ko

R

1 554 &

1.1 SOINN &% % H ¥ i

[ 2H 238 28 N 4% (SOINN) 2 — Fil 3 T 3%
G2 S (B 2 I 5 ST A ELAT R A 1 B R 4
PE T A8 28 2% > B 0T DL A /0% MG 77 6 T T
B DR AR SOl T SOININ B3 95 Xof S0 408 1E 47 76 46
W A = Ee S N

HZ 5 R 1 SOINN F£7E 2 A (0] (DR FH 3L
J2 W 45 IR AT 2 ST L X DL R ] B 52 11 2 3T 5 —
JZ . UL BT T AR 2% S50 2 2 @ IOk AR A Moy 5 1=
P S X, AR SO Bk ) SOINN 57 fif pe
L[] BT SR D L2 0 4 0 0 S B 5 1o
2L MERR ARG T AT () RIS L5 R . WG SOINN 55
2R FH PR 5 K o S B AE 21 2 ) L MR 4R Shen 45
NI 28T & 0T LA SE B0 5 P )2 SOINN A [R] 19 43 2
e OF HH A By 2E > ™, Bk SOINN 55
PN Grad #E EE Ao 3 4 M T A
GUCE-SSN

(DML ITo . R A EAE R . 9 ih
MZITTEEGN N EES N P FHRYE o, il i b
Uy IE MR EH w, P 3R HEH w, » BRI
AKX

w; = argmin | W, — z, || L

i€ N\{t} (1)
w, = argmin || W, — z, || J

i€ N {tow, )

RIGTHR wi Ml w, BFHRLEE SIS o0 F1 o2
B0 189 {5 RBP4 28 00 1 2P 420 58 U 0; = max | W, —
Wl N S R EESE NH
%D‘\'Ju,ignwi\;l” W, =W, | .

WA AREAR 2, SRMEH w, Fow, B R
FIWTRESRAERBTMET.H | 2, —w | >0 8H
| 2=, | =00 K 2, A R0 A2 B 220019 U3 A
W2, Q& 2a BEs

2b 7R 55 2 FhNG B0 2 B ARE A7 T 3K
P2 0 B2 A8 I B EE ST X 2 A4S BT =2 R Y 2

P

i‘é‘)\gﬁ " BrEMZTT
! (a) BRI
HARER
(b) HE2FE B

2 PATTEII B 2 FhE AL

http: // zkxb. xjtu. edu. cn

AN A OB B F 2R TG

O#iFhE>], M ETTHEELRESR CC
NXN. Yz, A AW Z T, W&o &8
N=NU {i} 4 w F w, WA R M FAS
TORPEE M T E PR EREBR MR C . C=
CU{Cwyywy) o BN AR IE 0, 53K
HRER T A AR 1, A =
Ao a1 HE @ Sy o, JE PR 40 53 026

0 R i AR A B T Ry R oy BB 3R
How, WY [A)— AR E D0 5 K HAR 4R R B AL
Ie] e K

w; = wy +e(t) (x, —w)
(2)
w, = w, +e(DA(x, — w;)
rPae (o) o Bl 28 70 3K Pk I 1) 0% {80 %4 2 38 % R
0.01,

(3) 2% Mt . 78 S BR I 45 v o Bl 10 A 080 A7
TEME P 2 SOINN 27 o A JlAS b 2 35 55 AT
FEELL S m RS X, R ERE s T
b, Jo S0 A 4 T 53R A T 9 R AR DX s ) R
G375 s AT ARG AR MR 75 RO 1 52 . e Ah L TE 2 ANER
B LT I SR 2 5 B AL L B R R A 2 B IR
TR L X AT O M Ik BB 20 5T s DA e
AR R A B TR s TR 0w M 2 AR
A REIX IR . AR SCE LW i I DDy

o 1
D@) = SEWRE (3)
25w —w |
A d = R R

V) 8 - [N, AR AR R T S B .
2 TELCRRES W E B
AL A A 1) i bR B (RBE) 9 2% TG W 2 5
FL (SOINND | 2 — i i 2 W B 2% ) 1 0 1 4
8% 3% COSOINN-RBF) , fifi Hf SOINN 5. & 4K Hit
RBF ¥ 4% B J22 15 0 0 ot A 42 i 23 4
BREA I RBE W 28 4 2 A ACE . A8 3 OS-
OINN-RBF Bk F# & 3 frs . A SC8 3k 8 ad
W T 2 4 I e i A e S 1) ) 2 ) R A Al AR
BHE o DL B LA L LA R Rz Ak e ) AN
2 ) WS
RBF W2 0] DL Fm Ky

f) = Dl wg () (4)
A w0, A IR R T 1 AT 5 A% BRBL @ (o) TR A




%12 ] Wt S AT ) 2 U e A i) i 9 4% ) 7 2 IR 4% A e 0 20 0k 65

SOINN

*1 wy
W2 i

%2 )

” §

BN Rz R

Kl 3 OSOINN-RBF &

AR FREAS Z 18] B AU o AR SCRE 4 e S0 A% A 0
F 1) R KR

AN

|
s.t. k=1,2,-,K J
For pe Rl o J2 785 300 % 1140 8 2 880, 3 ) AR 3R IR e
JC k L 5 AR

RBF W 4$ 1 32 22 2 500 T IROBCR. G 1Y ol » 2
A Y E A . AR SCfd ] SOINN S50 35 32 37 80
35 R BT e JR U2 1) 0 2% B0 o3 A B H i L B R
PR L = B dlE 4 A 19 SOINN [ 4%, SOINN rfr 45
AR A A 3 ) AR R R B T Ry Pl 5ok
o 2% 1Y e 2 3 i 2 08 SR RT DL

RW =Y
JR =[P(a)),P(ay) s, P(a,) T
s. t

o xopsor) = exp(

I

@(1,) — I:SD(I, 9[11,61)9"'
' 1W [wl’w2""7wk:|T
Y =[yysay ]!

s (x5 pi o)

(6)
2 RO BRORTZ B0 WO 2 AR 280G
Y RO A SR A 1l RO 1 S AR 4 ok
W, F b AR T LA BIALE /A
W= (R'R)'R'Y (D
2.1 #WEEHEE
08 e /N 3 ok R AT B SR R L R A
JEZ O K d HRHEBE A E B TELI 5
fit 4 2 B e S AR A0 B 1 J2 BE LG B T B (SGD)
M AR BT AR, A E AR
OD) , KB B HEH N wer =w, — g, Hd g he
20 (24 20 2R, g, A e B 2 A R T 4 Ok A B
X 7k B I P SR 2 I R R AE B A A
T AT I R AR B AR RN B R B AR A
2RISR . —FiRE A% UL ASE AL i 1 7 Tk R AE AR bR

http: // zkxb. xjtu. edu. cn

HepomoA Ly SR, 00 45 R A T4/ B R AIE ) A
EONFE RS H RS & RO OC B R E AR

A Google 42 1 i) FTRL (Follow The
Regularized Leader)™" #i #I 3 — 25 4k SGD & 1%
RV AT S RO R

. 1<
wr = argmin(gy.w + ?21’7" lw—w, |3+

i) (8)

e g WRIGRIS ZI B ¢ (W e BEEE R O s
20 02 ) e AR RO UE T ™ A AL 5
D5 AL AN S A2 R K58 2 WO R Ly 1 W kAT
B MR 2 A5 3 A AT Ly 1E ISR B 1k LG

FTRL (4% 0 AR ) F 2 600 9 45 R 5 15 8 % 24
A (R ASE TR SR A7 B30T, A DR TF A5 2 o 1 3 A 1 O T
RS RS T BE AR B L AR R 5T TR B

AT $E OSOINN-RBF B AR 4 F .

HR1 PR EITTES N={nn ) ¥R
i C a4

LR 2 EABIREEAR 2,

HYR 3 FERNBEH W RIEMW 2 A& IelE
RN wr B AR EH w,

ﬂ?fﬁé 4 ﬁ‘ﬁﬁﬁ@lﬁﬁ o1 *ﬂ [op) ’%ﬁ/@ H X,
—w || o HE | 2 —w, | > W IMAE N =,

BT AR ZIE n . N=NUn,;

RS WR 0y on, MURTEAE &
.C=CU {n n,} age(n yn,)=0;

PR G WS R YA T (2D
BT 2 M SRR 5

BT SRMEE A w HENTALNS
¥ age(w, )M 1, B age(w, ,i) =age(w, ,71)+1,
Vi€ N

YRS Kudr C b T A7 JE B AR IR S 8, A 4
W28 age(is ) > T LN C B BRIZ 1% 45 5

HBR 9 AR Y ET A B A A BEUE A
BB KA SOINN [ 28 AT 2 e ok 7 5

A0 AR SOINN 15 3 (1 B2k B o &
L AR DL AR AR 2 Y di i 2 (8) 15 3 R R
HLOTHYRLE W,
2.2 HESFRESW

X TP AEL R V55 2% B RAF i T 4 2
O E B 2 AR

(DI R 2 B A SCHR 9 OSOINN-RBF
BT 2 B 3 A AR 4 4 2 R R AN

e I Sy %




66 [ . ]

Ko

R

1 554 &

R BE ) B OB KRR s B
EEITEE BN OCs) . BROEUZ (1 #2890 43 4 B
Bt EEIE N Olnds) s Horp n B AREAR S
SERPIE R o 2% 25 R ok B R BOR B A R RSO
I I A I P A K T A R AR T T A AR 4
T A R B RE 2R  O(s) . OSOINN-RBF
B BT EERE R Onds+5) =0(nds) . &
YA — D REAR I E 44 R OWds)

(D 7% I 44 : OSOINN-RBF 7 2k 8 1 75 B 47
BRI SRS HC AR o, ERTLVRIKZE ©(x)
ERIEWER AP dn+dk+
kTR GY E 1 75 EEAT A p AW IR B pl 22 T bl
SR HAFE T4 2p. PR, B0 09 £ 6 T Y
K dntdk+k+2p,

e R T B 2% B R JE B . T RBF
o 24 e vy 0T A% pR BRI S S I AR L A D RO A
FEOEAS B0 LT Ly SRS 3009 VR 7= 26 7 B
FCE R I . PRk 52 B 1 530 0 R AR R AR B0 i /D T
d ST RERY ) P 20 R AR TR AL Y AR

SR
3 S5 b

h T B UESRE M AT M AR SCHE — B AR 16
GB.#5# E%i R 1.8 GHz 4b ¥R 1% 64 fi PC L f#
JH Anaconda 3 B/ AT 515 .

3.1 IR

T HER A T PEAG 4y AT SRR T 2 A
ON T B T 45 30 B0 4B - Moore B4 415 ISCX -
VPN $da 4,

(1) Moore 4 4 rf AN [a] i JH 2 5 7 A 1Y U i
KRR FEAE R WS HE B R 1 iR, Moore 41

# 1 Moore ¥ % P REFE & A XA G HAHZ

i FH 2850 FEA R
WWW 328 092
MAIL 28 567
BULK 11 539

DATABASE 2 648

SERVICE 2 099

P2P 2 094

ATTACK 1793

MEDIA 1152
INT 110

GAME 8
Bt 377 526

PR E P A 86 %08 T M4 W W2 (WWW),
WA 7.5% )8 T LT HRE (MATL) ALx AN 25 51
JIT A i 28 0 A 95 %0, BT LU HY I 4% 3 2 2 1) o A
e R 5],

(2)ISCX-VPN %¢#la 5 i 15 FhAS[E] 0 F A2 5 1Y
SR i 2. AR SCOKE I R R AR R LR KK
Z R B VoI P | SO A BBk I B0 T . 3R 2
Sy S5 v 4R 1 S 43 0 4 A R ) N TR AR 4 ER
e 2 0] UL BHE AR AN RT3 a2 00 43 o e 45T

# 2 ISC-XVPN 3% & R F 5 A & 5 69

& )
oz FH 25 531 HEA %
Z AR R 452
VoIP 645
SO AL 740
BRIk 7 B 420

3.2 RBELERSH

S 5 B o i) R B W B R Y 4 B R
v T B 2R Rk B SRR ) i Pl (IS
VM) #8H K-means ™ 7 Bl Bl 25k (OREF )
A CNN-LSTM"* i 47 %t He, Horf, CNN-LSTM 2%
B LG 73k oAb eI 2k BE S 8
Fie B SCOP i E
3.2.1 AR EKOME 4R Fe Bt 8] T 4N 3Ttk Moore 1
I 5 FH R B JBL KR AR 3 55 L ISCX-VPN B85 46 5 411
INFEAR S e MRS AL 2 Ay S R . B BL R B
80U REAME MY Zi e , 20 S RE A TGk 42 . K 3 25
TR R AR S P REXT EL L AT LA Y OSOINN-
RBF 1) - 25 5 % fie 5 . o4 99. 6%, % [ SOINN
BV IAE T AR SRR A R TR o 2k e
CNN-LSTM R H 56 4= Wi B 09 7 ¥, F ¥ e i R ok
99. 2% , PEREAL 55 T A ¢ OSOINN-RBF 83k

F3 REH kA 2 IR SE ol SR AL S L

T
(=373
Moore ISCX-VPN
ISVM 0.934 0.923
K-means 0. 956 0. 894
ORF 0.962 0.914
CNN-LSTM 0.992 0.973
SOINN 0.991 0. 956
OSOINN-RBF 0.996 0.997

http: // zkxb. xjtu. edu. cn




12

Wt S AT ) 2 U e A i) i 9 4% ) 7 2 IR 4% A e 0 20 0k 67

PN BOHE 42 B R 43 2R 45 X HE L, AT LA Y ISVMLL K-
means,ORF f1 CNN-LSTM 7 /NEAR = P i)+
P2, B BRI R FEA G o i o 2 b, T
OSOINN-RBF 835 TG it KA 5 50 8 B /AMNEA Y,
s, TR RR AR et HARH R

4 N & FILTE Moore BUE £ I 2R 4R 11
R A 2% 3 %ot L o 3 86 114 48 A 2 B R 2 B8 R (Pa-
rams) DL K ¥ 508 B CEU(FLOPs) . 1] LLE H OS-
OINN-RBF HA7 /N 32 52 24, I3
RN 2 R R,

A4 RE AR E

IR /10°
ik

Params FLOPs
ISVM 534.2 30365. 4
K-means 247.5 8465. 2
ORF 0.751 7.625
CNN-LSTM 7.529 16. 004
SOINN 0.358 4.121
OSOINN-RBF 0.137 1.612

XiF L 25 A B3k A AN [ B3 a1 D 4 4R T 1 B ) F
B, B Moore Bl 4 1 A4, 8 N i S 56 v
A 2 D 3k s i 98 3 g 0 3K AR o R a4 Y L )L R
5 N BILME T FFR X . RS oL T K-
means Fl ISVM 1115552 J B 85 5 o ) [a] I 45 bl &
B B KT 20803 i s OSOINN-RBF 575 A L
OSOINN 53532 17 3B P, X 02 i FRL Mt
i A TN I B Y G BE A A B AT O R R
OSOINN-RBF ) £ i iz i) 18] FF 49 &% /b, A 8 1o
0. 14 s, 1 2 SCHF 43 AR,

A5 R FIE ik 6 8 400 3 B A FF 4 5t BL
W ] /s

Bk
N=10% N=50% N=90%
ISVM 0.173 0. 625 3.121
K-means 0. 024 1. 414 4. 656
ORF 0.057 0. 605 1.212
SOINN 0.011 0. 091 0. 221
OSOINN-RBF 0.010 0. 061 0.134

3.2.2 E&FIf AT HIMNREIE ML
RETI SRR RERRE T I 4181 5 Sy T ARG
LR AEL 7 T RETI A HE L e [ 4 SR Bk A I Rk

http: // zkxb. xjtu. edu. cn

AFRIC Ry 10 %60 (9 43 28 M %, 181 5 O SVA A
YIFEABRIC LBl 20 %0 F 0 20 R MERG R . 1T LU
B TEREAARIC H ) 10 %6 A A5 B0 F 5 I 25400 20 R
ARHHE A s K-means 43 38 i SA X 5 0 (H Bl %5
BOHE ARG 0 WA R AR B 2R M AR O AN R
JE » 1 OSOINN-RBF J&7E £k 2% 2] i v, 73 K fE
R TP MR E 1 .

1.0

0.9

0.8

g 0.7

N
®0.6

grEAH/ 10"
B4 YIZREEARIC B 10 %0 F A9 20 25

0.95

o

0.75

0.70 L L ! ! L L )
1 3 5 7 9 11 13 15

A%/ 10"
B 5 YIGREEAFRIC L] 20 % T 943 2k ik

XF t OSOINN-RBF 53 76 A [\ dric e 4 U 25
FEATN (53 2 UEf %, 0] LUE 1 IR0 IR AR B
B BRAC H B B Y 20 S R R 5 i
T OSOINN-RBF # ik B A fE LI w5 a8 ). Y
FEA B IR B 10 000 2245 B, 43 K PERE BE A +5 1,
AP Z FEA bR A0 L )52 e, S8 g 45 2R R AT L OS-
OINN-RBF FETEHA R I = KA L T dE
I 7 2 S MR SR AT LA AR 4 1 20 2 PE g Xt [
I8 TREARRIC B A | 38 A 2 B 5 S SRR SR B
3.2.3 AEml Ry kagrk o I L A
BB AL i 28 1 S B 1 43 2R PR BB L 7E Moore BUHE 4R
TE RIS 73 FE A B 2H B Moore_sets $U#i 48 . & & ¥)
TRBUIR R B 5 Fh S AL I 2 ) o 70 4K U £h 48 4R
rROBT G PRI OR RN, IS5 B R HLAR AR IR 6




68 [T A 11 NI SO O ] %54 %
% 6 Moore_sets #3469 R B & A & 5 4 A7 459 R
G KK E LA T .
(N 0.97 X I I y 0.00 0.01
. FEA%L 0.80
MFH%%IJ N " N N 1 0.01 0.01
LU GEE/ TS T 2% K6 I B s 45 "
WWW(0) 20 000 10 000 ¥ 2 0.00 0.04] 1 0.60
MAIL(1) 10 000 10 000 ks 001 K
e 0.40
BULK(2) 5 000 5 000 4 0.06
DATABASE(3) 1500 500 5 (00 0.00' RREY 0:00 0.20
SERVICE(4) 1000 1000 6 2] 0.0 000 0.00 g
P2P(5) 0 1000 gt gﬁméﬁgﬁ; > LY
ATTACK(6) 0 500 () OSOINN-RBF
2 (0) L (1)~ (6) H 7 Ry i iz i 2 ) 9 4 5
X He 7E 48 2% 37 iy OSOINN-RBF & i fl SOINN ERE s
%:H;T a*ﬁﬂﬁj\%é%%ég{ﬁiﬁ%ﬁ%ﬂg 6\[5 7<§ﬁ@ﬁ 1] 0.95 X I .01 0.00 0.02 0.01 o
7%%\%%7@%%%%) ° 1 0.00 0.02 0.03
‘fmx&% % 2 0.00 0.00 0.00 0.60
*®
0 0.01 0.03 0.00 e %3 0.04 0.00
a 4 +0.00 0.00 0.00 0.03 e
P 1} oo\ @
ﬁ ’ 510.05 0.00 0.01 0.00 0.02
w2 0.04 0.20
2 0.40 610.05 0.02 0.08 0.00 0.00
=3t 0.00 0.90 . . . L . .
0 1 2 3 4 5 6 0.00
410.00 0.00 0.00 e TR 95
0 1 2 3 4 0.00 (b)SOINN
PRI CRERE L ST
() OSOINN-RBF
BASE 3X JLF R FH 28 51 14 43 28 HE 8 %, X TR F1 2%
‘fﬁmo% o P2P fM 4 i ATTACK B 94% Fil 88%
' B MER % . 5 T SOINN B9 87 % F1 83% . 1 SOINN
(1 0.93 k K l 0.00 N e N v
0.50 ST A T A R R B I R R 2K ) o R
% 15 050 ol R TR, SC0 4 BAE B T Y B E A R s
& 2 003 I, OSOINN-RBF % A3 {5 EL A7 8 8 1 10 51 ¢, 4%
o 0:40 IR P RE B M FRE .
o 3r 0.04
‘ SN
45000 000 0.05 el 4 éﬁ e
o 1 2 3 4 0.00 ASCBETT T —Fb 2 W B R —08S-
TR 5 2 X o i '
OINN-RBF, % 2% 3 & #0752k 43 28 42 44 7 — Fh oy
(b)SOINN

6 WU R R oy A R

I 6 FIE 7 BT LLE H . JCe A B 5 A 2
TE 2 K U 7 B £ - OSOINN-RBF 532 1) 3 25 1
KT SOINN Bk s 78 45 7, OSOINN-RBF
BWEAUEE S T WWW, MAIL, BULK, DATA-

http: // zkxb. xjtu. edu. cn

F A D 5 1% S A 224 Bt B L AT T S L X T UL
TR 227 o S0 L M B R A 1 2 SRR T

COARSCR B 2 B 2 ) BOR A D B bR ic i
ABINEOLT - AT B bR A 7 2 o ) L AR o 19 o3
JEUER A 7 I8 LS P 28 PRI R AR ICRE AR B D AR S
S BA B N E




%12 ] Wt S AT ) 2 U e A i) i 9 4% ) 7 2 IR 4% A e 0 20 0k 69

(2) AL L BAT B B 27 ) S A A U
TR [R]85 480/ 0 o il R I i 0 2 ) S PR KR
(3) 214 [0 2% i o P 855 742 Ak ot 3BT I R 0O
A SCH R SOINN fE482% 5 Bk AT gy 10
10 3l 25 SERTRE 7 6k AR N 28 il LA B iy U R O3
b i W B .
S Z 3k
(1] m&EY, £2, BRE, & J T 5017 R AE 5301 1
MR K )], T 50 EERL 2010, 36 (1]
(9): 2158-2165.
YE Chunming, WANG Zhen, CHEN Si, et al. Inter-
net traffic classification based on hosts behavior analy-
sis [J]. Journal of Electronics and Information Tech- [12]
nology. 2014, 36(9); 2158-2165.
[2] LIJun, ZHANG Shunyi, LU Yanqing, et al. Internet
traffic classification using machine learning [C]// 2007
2nd International Conference on Communications and [13]
Networking in China. Piscataway, NJ, USA. IEEE,
2007 . 239-243.
[3] WidikE. SR, GRS, B ETARBBOAN 14
P2 Tr i [T, A5 %4, 2020, 41(6): 88-97.
GU Chunxiang, WU Weisen, SHI Yanan, et al.

Method of unknown protocol classification based on

autoencoder [J]. Journal on Communications, 2020, [15]
41(6) . 88-97.

[4] SYARIF I, PRUGEL-BENNETT A, WILLS G. Un-
supervised clustering approach for network anomaly [16]

detection [ C] // 4th International Conference on Net-
worked Digital Technologies. Berlin, Germany:
Springer Verlag, 2012, 135-145.

[5] KIPF T N, WELLING M. Semi-supervised classifica- [17]
tion with graph convolutional networks [EB/OL].
[2020-03-20]. https: // arxiv. org/abs/1609. 02907.

[6] PACHECO F, EXPOSITO E, GINESTE M, et al.

Towards the deployment of machine learning solutions
in network traffic classification; a systematic survey [18]
[J]. IEEE Communications Surveys &. Tutorials,
2018, 21(2) . 1988-2014.
[7] ILIYASU A S, DENG Huifang. Semi-supervised en-

crypted traffic classification with deep convolutional

generative adversarial networks [J]. IEEE Access, [19]
2019, 8. 118-126.
(8] EH. Hit. #i, %"'f ETH TR 28 19 2% 1)
P 265 3 e 43 20T Ik LT, n%}&# 2018, 39(1): 14-
23.

http: // zkxb. xjtu. edu. cn

WANG Yong, ZHOU Huiyi, FENG Hao, et al. Net-
work traffic classification method basing on CNN [J].
Journal on Communications, 2018, 39(1). 14-23.
LIY, WANG Y. LIU Q, et al. Incremental semi-
supervised learning on streaming data [J]. Pattern
Recognition, 2019, 88. 383-396.

GU C, ZHANG S, XUE X, et al. Online wireless
mesh network traffic classification using machine
learning [J]. Journal of Computational Information
Systems, 2011, 7(5): 1524-1532.

FURAO S, OGURA T, HASEGAWA O. An en-
hanced self-organizing incremental neural network for
online unsupervised learning [J]. Neural Networks,
2007, 20(8): 893-903.

SHEN F, HASEGAWA O. Self-organizing incremen-
tal neural network and its application [ C]//20th Inter-
national Conference on Artificial Neural Networks.
Berlin, Germany: Springer Verlag, 2010: 535-540.
REZAEI S, LIU X. Deep learning for encrypted traffic
classification: an overview [J]. IEEE Communications
Magazine, 2019, 57(5) . 76-81.

ASAD M, ASIM M, JAVED T, et al. DeepDetect:
detection of distributed denial of service attacks using
deep learning [J]. The Computer Journal, 2020, 63
(7): 983-994.

FURAO S, HASEGAWA O. An incremental network
for on-line unsupervised classification and topology
learning [J]. Neural Networks, 2006, 19(1): 90-106.
FURAO S, OGURA T, HASEGAWA O. An en-
hanced self-organizing incremental neural network for
online unsupervised learning [J]. Neural Networks,
2007, 20(8): 893-903.

MCMAHAN H B. Follow-the-regularized-leader and
mirror descent: equivalence theorems and L1 regulari-
zation [ C]// 14th International Conference on Artificial
Intelligence and Statistics. Brookline, MA, USA: Mi-
crotome Publishing, 2011 525-533.

ERT, HEG, e, AAANE2 i a M
ik [J0. BfF2Fdi . 2016, 27(9) . 2230-2247.

QIU Tianyu, SHEN Furao, ZHAO Jinxi. Review of
self-organizing incremental neural network [J]. Jour-
nal of Software, 2016, 27(9) . 2230-2247.

MOORE A W, ZUEV D. Internet traffic classification
using Bayesian analysis techniques [C] // SIGMET-
RICS 2005 International Conference on Measurement
and Modeling of Computer Systems. New York,
USA. ACM, 2005: 50-60.

CREEEE 78 T




78 [ VN B4
2018 4490-4499. 1917-1924.
[12] ANANDAKUMAR M, RAMIYA, RAMA R, et al. [17] SIMONOVSKY M, KOMODAKIS N. Dynamic edge-

[13]

[14]

[15]

(16]

A super voxel-based spectro-spatial approach for 3D
urban point cloud labelling [J]. International Journal
of Remote Sensing, 2016, 37(17): 4172-4200.

&, B %, T, & S5 REKRZNEH &
HREML I B = 28 [T IFR N BT 5 KB 2
3. 2019, 31(3): 385-392.

SHAO Lei, DONG Guangjun, YU Ying. et al. A
point cloud classification method based on multi-scale
voxel and higher order random fields [J]. Journal of
Computer-Aided Design & Computer Graphics, 2019,
31(3): 385-392.

CHARLES R Q. SU HAO., KAICHUN M, et al.
PointNet: deep learning on point sets for 3D classifica-
tion and segmentation [C]// 30th IEEE Conference on
Computer Vision and Pattern Recognition. Piscat-
away. NJ, USA. IEEE., 2017. 77-85.

CHARLES R Q. YI Li, SU Hao, et al. PointNet+ +:
deep hierarchical feature learning on point sets in a
metric space [ C]// 31st Annual Conference on Neural
Information Processing Systems. New York, USA.
Neural Information Processing Systems Foundation,
2017 5100-5109.

Fift, #RiG8). MSP-Net: ZREEH M4 [J].
TR B BB S BB 72 4, 2019, 3111 1917-
1924.

BAI Jing, XU Haojun. MSP-Net: multi-scale point
cloud classification network [ J]. Journal of Computer-

Aided Design & Computer Graphics, 2019, 31(11):

(18]

[19]

[20]

[21]

(22]

conditioned filters in convolutional neural networks on
graphs [C]// 30th IEEE Conference on Computer Vi-
sion and Pattern Recognition. Piscataway, NJ, USA.
IEEE, 2017. 29-38.

WANG Yue. SUN Yongbin, LIU Ziwei, et al. Dy-
namic graph CNN for learning on point clouds [J].
ACM Transactions on Graphics, 2019, 38(5): 112-
124.

FAUVEL M. CHANUSSOT J. BENEDIKTSSON ]
A, et al. A spatial-spectral kernel-based approach for
the classification of remote-sensing images [J]. Pat-
tern Recognition, 2012, 45(1) . 381-392.
YOUSEFHUSSIEN M, KELBE D, IENTILUCCI EJ,
et al. A multi-scale fully convolutional network for se-
mantic labeling of 3D point clouds [J]. ISPRS Journal
of Photogrammetry and Remote Sensing, 2017. 143
(5): 191-204.

ZHAO Ruibing, PANG Mingyong, WANG Jidong.
Classifying airborne lidar point clouds via deep features
learned by a multi-scale convolutional neural network
[J]. International Journal of Geographical Information
Science, 2018, 32(5): 960-979.

WANG Zhen , ZHANG Lligiang » ZHANG Liang . et
al. A deep neural network with spatial pooling
(DNNSP) for 3D point cloud classification [J]. IEEE
Transactions on Geoence and Remote Sensing, 2018,
56(8): 4594-4604.

ik I #)

CEH25 69 50

(20]

[21]

[22]

DRAPER-GIL G, LASHKARI A H, MAMUN M S
I, et al. Characterization of encrypted and VPN traffic
using time-related [C] // Proceedings of the 2nd Inter-
national Conference on Information Systems Security
and Privacy. Rome, Italy: SciTePress, 2016. 407-
414,

SUN G, CHEN T, SU Y, et al. Internet traffic classi-
fication based on incremental support vector machines
[J]. Mobile Networks and Applications, 2018, 23(4):
789-796.

MUNTHER A, RAZIF R, ABUALHAJ M, et al. A
preliminary performance evaluation of K-means, KNN
and EM unsupervised machine learning methods for

network flow classification [J]. International Journal

(23]

[24]

http: // zkxb. xjtu. edu. cn

of Electrical and Computer Engineering, 2016, 6(2):
778-784.

ZHAO Zhirou. MEHROTRA K G, MOHAN C K.
Online anomaly detection using random forest [C] //
31st International Conference on Industrial, Engineer-
ing and Other Applications of Applied Intelligent Sys-
tems. Berlin, Germany: Springer Verlag, 2018. 135-
147.

WANG W, ZHU M, WANG J, et al. End-to-end en-
crypted traffic classification with one-dimensional con-
volution neural networks [C]//15th IEEE Internation-
al Conference on Intelligence and Security Informatics.
Piscataway, NJ, USA: IEEE, 2017, 43-48.

(Ut X #)




