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Abstract: Focusing on the challenges caused by the increasing traffic volumes and the cunning
abnormal attacks, a new algorithm for network anomaly detection by residual analysis is
developed. The network behavior attributes from different aspects are described to characterize
the differences between the normal and abnormal behavior. The attributes are extracted to
construct an attribute matrix, and the similarity of the flows is considered to construct an
adjacency matrix, the model of network anomaly detection is then established by the two
matrices. CUR matrix decomposition is realized to reconstruct attribute matrix to obtain the
primary pattern. The residual matrix is obtained by analyzing the difference between the attribute
matrix and reconstructed attribute matrix. The anomalies can be distinguished according to the
residual value of each flow. Experimental results based on the traces collected from the campus
network of Xi’” an Jiaotong University show that the proposed algorithm holds a detection
accuracy higher than 90% without any prior knowledge. Compared with the other anomaly

detection algorithms, the proposed one can determine the goal of anomaly location with higher
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detection accuracy.
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