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Abstract: Aiming at the problems such as lack of security analysis, complicated construction
process, weak uniqueness, and neglect of considering the audio information content distribution,
a special attack model named analysis and reconfiguration attack model is proposed. Based on this
attack model, a new scheme of audio zero-watermarking is designed, which combines discrete
wavelet transform with locality-sensitive hashing. The scheme contains two main modules of
zero-watermarking construction and zero-watermarking detection. In the zero-watermarking
construction module, a de-mute frame model for signal is designed. This model uses the attack
model to preprocess audio signal for reducing complexity of zero-watermarking construction, and
constructs watermark by link list, locality sensitive hash and discrete wavelet transform, then the
watermark information and watermark images are combined. In the zero-watermark detection

module, the copyright attribution is determined by calculating the similarity of the watermark and
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the similarity of the watermark images. Finally, the effectiveness and feasibility of this new

scheme are verified via self-verification and comparative analysis. Theoretical analysis and

experimental results demonstrate that this scheme can construct an audio zero-watermark with

minimum analysis and reconfiguration complexity of square order of eigenmatrix, and has the

advantages of good imperceptibility, robustness, and capabilities of resisting MP3-compression

attack and multi-proportional tailoring attack.

Keywords: audio zero-watermark; attack model; anti-analysis and reconfiguration; de-mute

frame model; link list; disorder-locality-sensitive hashing
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