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Abstract: A safety protocol for on-board controller area networks (SPOCAN) is proposed to
solve the problem that attackers can launch attacks on vehicles through the gradually opening
interfaces caused by the rapid development of auto intelligence and networking, while these
attacks will cause serious threat to driver’s personal and property safety, and trigger the cyber
security of vehicles furthermore. The SPOCAN contains two modules, SNIA and CNEP. SNIA
uses the public key system authentication mechanism, and executes the process of initialization of
certification in the vehicle ignition stage to ensure the authenticity of the identity between the
communicated nodes. CNEP uses a symmetric encryption algorithm and an information digest
algorithm to guarantee data confidentiality, message correctness, data integrity, and the safety of
communication among nodes in the vehicle communication stage. At the same time, the anti-
replay protection is achieved through the increasing sequence number. A hardware platform of
CAN network vehicle control system is built to assess the proposed security protocol, and
experimental results show that the protocol effectively provides CAN bus security from the

vehicle ignition stage to the vehicle communication stage, and improves information security of

Wk B . 2017-10-15,  fEHE @A X993 B W LA B RMGERFRELD . B . 4@ L E9H., XE£WH.
RS T B OB Bh I H (20150204034GX)
[0 £t BRBFT] . 2018-03-27 W 4% HY B AE : http: // kns. enki. net/kems/detail/61. 1069, T. 20180327, 0847, 002. html



%5

XUBE LA R B 2 SR B R 2% %2 A2 P Y 95

the CAN bus.
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