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A Flow Table Optimization Scheme for Software Defined Network

TANG Yazhe', ZHANG Yongqi', YAN Zijian*, ZHU Guiying®
(1. School of Electronic and Information Engineering, Xi’an Jiaotong University, Xi’an 710049, China;

2. Nanjing Branch of China Electric Power Research Institute, Nanjing 210000, China)

Abstract: A new multilevel flow table architecture based on Bloom Filter is proposed to solve the
problem of the explosive growth of the flow table’s space occupation and look-up overhead due to
the fine grained flow matching mechanism in SDN networks. This architecture follows the hybrid
flow table paradigm and uses a Bloom Filter pipeline to store flow entries. The motivation is to
construct secondary flow tables with very high capacity and to speed up the matching speed of
flow table items. An intermediate adaptation layer between controllers and OpenFlow switches is
designed to transform the corresponding messages and to avoid possible semantic conflicts.
Experiments results show that when the flow table becomes more fine-grained, the space
occupation of the proposed scheme is more effectively reduced, up to 90.7%, and when the
number of the flow entries increases, the packet matching time is greatly reduced and the
maximum reduction of matching time is 99. 4%. The solution of the problem is expected to lay a
solid foundation in data plane for the large-scale practical deployment of SDN networks.

Keywords: software defined network; hybrid flow table; Bloom Filter; multi-flow table

optimization

Wk HE: 2017-06-14,  fEFHF A HEWHEAI70—) . B fl#E R LA, REL&TH. BRAKRFSEL YT H
(61672425) ; Be T B AARLFILRH B9 21 92 Bh 0 H (2016JM6066) 5 [# 52 Hy, W 23 &) Bl 2 F AR ¥ B3 H (DZ71-16-030)
[P0 £ R T] . 2017-11-28 W 4% HY B AE : http: // kns. enki. net/kems/detail/61. 1069, T. 20171128, 1540. 008. html



14 [N PN S 852 48
B SCI 45 (SDND e — i 7 250 60 265 % 72 —
G A T 0 - SR R LA RS A 1 Ryt | | Floodlightzis | ® ® ®
VR L P R A 0 R A LR AR T LA A v :
LI 45 o AH A O 1 5 H) B U0 B G P A7 0 SR g
e ] 38 e 2

MEPERS K . H AT, A A9 SDN i 28 58 e HLKE 42 il
PN FS 2 AE =5 N2 T hE A A7 48 (TCAMD i, B
TCAM HEH &y 5t B AEHL 5K BRI i & i T 7 Jre
) AL, B 28 B A il 249 SDN W 4% 7 32 38 28 1 1 19 =2
HHRERZ—.

R T G b i AL R IR AT R IR, B i
ITFFE R AT LA AL FIILR TR O R EA S
HEATARAL BT AR PF 25 6 B IR R G5 A AT 2, S
Bk [4-6 1R F TCAM 0 HAb A7 fitt 25 s e it 1 o A
TR B Ui AR G5 A8 X i 45 1 4 28 6 A ) %) O 3R TUA 7 Ak
E TCAM v, o Athy () 20067 3 9 28 55047 fifh 4 Al P9 77
o 5 Q30 Ao 4 It 8 T A /N R B B L A S 4 e TT
DL G0 22 00 i e 30, SCHRL7-10 %) 9 2% 40 $h 347
oy )2 G R MRS LD, oo E A TAR S R A T
BiC s D SCHR L 11 AR 4i 171 28 X 2 25 94 2 52 i AL O 46
T YL 2 T 174 457 i A ) R PR I I R I A S ]
AF 1] b 1 2 AP s @ SCERL 12 JF ] SDN 458 ] 8%
28 A 1D o 3] o 6 A2 1 S S 50 380 40 b ko

AR SCHEF A B L JE 4% (Bloom Filter) ™™ 3 T
B0 Y B 200 R R A 3R UL it 45 A E T 42 A2 A DT C
JEE S L PN 88 AR 4L 3R T 1) P9 A7 5 SR R LT 18
ORI )N 1 I A 5 O R (BT A RN
[F) P 2 ) 25 O O 5 18 S — B0k, W I S8 T i
i F1 SDN 22 48 AL 22 ] (1) v ) 365 e J2 5 DA 4 A0 7 1
OpenFlow 8 &..

1 ARG

AP BB H R KRGS NE 1 iR, fE
s s BLIR A Z ARSI . 455 TCAM 5
Bloom Filter #E [F 72 7 £ 3 W) . Bloom Filter &
— b s [] R4 AR AR v 1) BE AL B A5 ) A7 B H AT
IR TR i s — DR 5 IR RE R H Ky — oo R
EHETXANES. TCAM WA & 5, 2 ko &
e ; Bloom Filter il ANk, 28 B3k B 5, ~H B 5 fe
2SR eI N R b g g T = A
C{EAS 2 A T N L B = L G i
TCAM rf gk 47 DB BE , K K5 40 D8 B 09 20 00 ik & 7
Bloom Filter "1 TR , ik 2] 78 43 F FH 25 ] 757 48 6 4
BAS B H Y

FEHT BRI R R GEh 2108 09 8Os 0 3] 58 28 e ik

VR
AT A U 2 | MW RS % T | FlowMod
i BT &

Koy 2 ~
@ ® @ spnik

1 B R R R B R

B QSR A RN DT, DU fioh e B A e S B 4R AT O
Bl 0 K 15 30 45 o A% L 45 g AR B 2 S i
FlowMod J 8 & & . /a2 38 i 5 45 6l 4% 22 57 19
e E) FlowMod 1 B, 38 o i #r  iH 3 58— &
GV AR A BRI 26 TR NI B L 8 T S A R AL Y
F 2 38 2 A8 MR ML B O 5 10 R0 0] 3k 54 0 1 R
% 3 o F 00 A 4% E 47 U BE S BT AR R Y B .
2 REZWERLSHEIT

BB R A R 2R ARG K AR 1 —
P2 TCAM i3, % # 2% Bloom Filter i3 .
%% Bloom Filter 2 i 2 #3 4ig 4b 21 2h 7E %] 43, Ji 1R Ui
& i B A AH [A] 3l 7 i B 00 755 7E [A] — 9% Bloom Filter
Wt . 4 —2% Bloom Filter 724y Jy VT g 3k 77 fi&
KW fE AT 2 ASF 4. VC S AF 65 o th 2 4
Bloom Filter {i ¥l 41 B » 5 A~ & 171 53 4 [ VE BC B
WA B AR IO G I A3k R 4 AT
W A (E T 5, — ELUC JC B 2 ) 4 A Bl A/ AT 8 4 44
f18hE. 29 Bloom Filter 25 4N [&l 2 iz, 4%
Bloom Filter i 4~ By, , B, 27" Bloom Filter
T3Py P, WA TS G

http: // zkxb. xjtu. edu. cn

VL A7 8 #
Heli
Slemat
%ﬁﬁﬁ%%////g ; gl
| , .
N JHd
B I

2 2% Bloom Filter 45#y 1~ & &

ol Lt A S LG S 7 TCAM rp gt A7 ML
A AR A0SR VT E B2 e AT AR B8 3 A 5 2R
— L VE E AN B S D) BR A K B 1R B AR — 2




$e

JES A 56 < THT 1) P SE S 4% Y R AL T R 15

Bloom Filter ttfh {7 3% 1-JC A2 i1, 25 i 34
Bloom Filter A} ,1% Bloom Filter H 745 Ut 3k #2
A C VT E S A7 it B 3 158 1 D IC 385 A £ o DE TC
Ty BAAT 3 A 5 DG C 2 W U] 3k AR — > Bloom Fil-
ter Jii 2% AT A B VI R

3 YA A B =

OpenFlow LI 3= 2 VG B 56l Fn 4G 26 90 R A,
Fe A ST S B KL 4 R A 5 2R v B D) 2k T
A PSR HLI DL VC P 5 AR S 9% i 3 [
Y K FAE ML B 38 3L AR SORR i A0 0] 8] ) JL A
) & R FEAT AL B, A7 25 M 5 T SCHE SO 75 49 0] 75
Bloom Filter Z i & i 5 78 U iR T 22 HH 45 1 .

UL A TR JE A R A SR A SRR .
TR B —DIRIULAANR R 7 FH, 1% 1
DL SE 2N v IR T i 0 U 3 1) e — 2R i R T Ui
FEIGUR 2% 1> DL JC 35 T 15T, DU 326 7 32 D I S A M
UL T i F DT T S ) AL 9 0 HE AT 232K AL 3 B
7N o B Bk AN 5 R AT B DR IEC T B
S 2 RPN IR TE AT A e S B R
D PC SR AL 5 1 DA e — DAl I XA
P TP L AL ) D T S5 2 5 B (L 4 O DU 22 190 ) ) i
SCTE I RN SO 53 0 e | ML ) DG e 3 56 4= 7 =5 3
it & R AT AL BE

| 5 it |

RIS |MACHLHE ] TPAl AL o [ otz | ik [Wins
1 17)30::351;)52?: 192.168.1.2| o 2 192,168:1,2/1 2.2
: : ° :
120 | D039:29 ho2.168.10.17

B3 JRUAR R R R ICECRE & 2 RN TR

AR SR ] e 5 G ok SRAE 9 2% T 3R T A D T
B, BIMNAESR 1 AR SCE SR 1528 P, s
Jg TP Mtk S, P 15 S, Fy Al F, (R ICRL
BAEASM R A={(P,,1),(S,.192.168. 1. 2) } fl
B=1{(S,,,192.168.1.2),(S,,.22)},
LI TE LTC A FU R L sk N A E &
k1 MNESLH Y EE T

WARI e ZHHLA W AT
. IR 1P Hb ik B

ar % NS HE o EifE

F, 2 1 192.168. 1.2 (0, 65535) %

F, 1 (0, 65535) 192.168.1.2 22 E5

http: // zkxb. xjtu. edu. cn

3k g Gt e B 55 08 SE G 2 R B A — Bl A 2 S B
B A 5 ) B B 2 X R 23 [A) I DR 313X 2 2%
PRI X T B R AT B AT R

HLIN 38 S o) o B A 2 A 2 [ Y DL S I A
B BUAFAE TR 23 28 B O HL A2 8 B 0 14 D IS S8R 14 {H
FATR] o A A — A B A0 [R] B DE BC 310X 2 459 R 0T
RAMEE,

AR B 1 A0 BE SR - ML 3 SO 73 3 3 9 e
g 3 AR DRI 2 AU 2 3T 4 D IE S8k 19 28 36 35
o3 @il g 5 A 25 is AR B B AL S R R
T3 A DE JE 38R 1) I — 3 5 D I © A 3R AR ) I —
DC PC 5 328 5 — A DR TE 38 (9 4n (w00 IR LS
INENCf s Vo) JE 3B B L 5 9 i) It 2 T 1) DL i 5
B

DU DC E 358 6 4 B i ) iR DR IR AL T R
N 2 AR Ol i G 2 WS A AR
L 5 G H) JiE 2 T A DT JE sk 1y W — 0L B B— AL i
F BDA L B—A=B—BNA; Q1% O % ik
A A O — DT 5 2R rp 8 5 — A DR I (B an (o)) s
IR LU IR Cf 2 Vo) I R BRI S 90 3 3R T 1Y
PERCHEL
HER3 R DC P AR OO AT R AR
L e 2 m DE e Jek 9 3L 1] 41 T A7 26 6000 AT i 7k a G
EAER . XRERHLIN T B R v A BT
PAAE Hh [] 2 25 3 LGk B 9F — 25 00 A 3 35 25 [A] B9
H Y.

4 S 5

AT ZHME M R G %5 Ryu #2146
#iw fl Floodlight 4 il #% £ Jy SDN £ l #% . 18 id &
ORI e 5 4 CPaD R AR5, 5 & i g T CPgD
OpenFlowl. 3 # {4 i OpenFlow &2 ##l, FE T
EALHE : OB 2 Lib B, L #F OpenFlow 5250 15 &
(1 28 4 s @ FH BT 9 Bloom Filter 22 9% i 38 8 ¥ J5t b
i 2% 5 (O T 480 6 I A U 322 3 RN T B 2 B . TR
filt b 24T Ty AE APE RE VAL B9S2 5. fh T I Y BR
il A SCFE L HEAT T HERENK. BT Bloom Filter
ZEAHLHE T CPaD 8 32 He HLIF & o IR I o A /)
AE W2k #R 2 41 X CPqD R f 52 # AL
4.1 HHAZEXZR

LA HC E O HE AT U R N R, kIR
CPqD JF i OpenFlowl. 3 52 it #L J}y X b X 42, 78
Bloom Filter Z i & 5 eIl . CPqD A2 # #L v 47
WA, ALK e TP FHocdl (U TP Mo ik | 5 i




16 [ . ]

Ko

1 52 %

R

HH G TP ik H s O A% 52 0880 47 &
DL FC R A 4 5

XF FAE— 25 BN it 2 DG PC Sk 2 5 o7 5 19 48
ML P s ) AR A S BL N 18T 4 s . fE CPgD
SEHAL A — ZE LI o5 P B 7 i 1 3 A D) DG 5 3 £
T (1 o 52 2 M B8 L 17 Bloom Filter (1) — 4% 8 0)
i P A8 7 P19 132 AN 2 TR S WC I 338 ) 384 22 sl 2 0 2>

[T A S = ST 7 P i
300 Bloom Filter
CPgD
< 250 &
E 200 F
=
=
5 150
2 100}
st
Pr o e P e e P = - =
0 1 1 J
32 64 128 256

Ji 45 A0 ) G P 855437 58/ b
Kl 4 CPgD 38#:#¥L5 Bloom Filter Z 2 ik 1)
— ZRFLI 5 JH s R

EZSUR: wama - X L IR N VA - RV SIPD O B R
R0 5 A i 25 6], Bloom Filter 3t % (9 25 8] 41 £k
L

7= (Mc — M) /M (D
K Mo IR CPqD 3¢ # HL B 25 FLIN o5 FH i) 2 1]
My, #2753 T Bloom Filter [ £ 9% i 32 45 #4 v 20 4%
FLI 5 s ]

SDN 8 #E 47K 40 1) ik 1 3 1 DL fic . 328 1 o
iR R U S B AR . 2 b Bloom
Filter Jii 28 76 A 0] UG i 38 7 58 38 o i 4% 20 & IE 4t
AL e T3k 90, 7 %6 . AF H A D BC 8k B AR
b He AL AE 48 Y0 LA b (FE 32 b 5100 R 34 Ak 23 1]
&K A Bloom Filter fif)— 2% KLU A 18 D Fie 488 5 75
Z /b5 T 25 [ ERJ2 1H A 7E 33 b)),

% 2 Bloom Filter & —£&#LN & A = B4 A0 6 F

LI DT FC 38 A3 58/ b Akt / %
32 0.0
64 48. 4
128 74.2
256 87.1
512 90.7

4.2 ¥iE 6 T AL AL 2B FE A K
IS S A B & A 4% 23 0l k6 i #)) Bloom

http: // zkxb. xjtu. edu. cn

Filter Z 9 i % .CPqD £ 9 &£, I 51 X} Bloom
Filter 291 3 .CPqD £ 9 i 3% S 7 AH [=] () £1 00) A
FHLI DT P5E S5 A0 Y BRAT B A S A R O & R R AR
AN AT A R BT 18] G2 11 D] okt 25040 4 D JE i 2y )
AT BRI, 2 Fh A L AR AT 0 iR S
Ty =Ty, — T: (2)
s T 275 B0 A0 D e b BB B (8] s T 327 B4
£, VB TiE 52 56 I $AT s VR 19 S 8] 5 T 30 £ 4l 60 i
AL HHL I FERT . 7F CPgD J5 /% &% Bloom Filter £
U AR AR B B ) AT e R R AR
1A
& 5 2y CPqD 284 #1L i 3 VT e b 3 FE B 19 48 31
S5 A DL R A TR A BE K CPaD 28 e AL A 4k I
F OB ] KRN . i 5 IR 1) 385 K Bloom Filter
22 R 2% A ) A FUBE 0 B B8 A5 1 S A DR+ 3~5
ps [ A FR AT ]

500
400

300

t/ps

200

100

27 2‘}4 2‘; 2II(J Z;I 2II2
00 %0/ 107
5 CPqD 22 e ML 3 VT fic b B FE i 45 31 45 %

FEAN [7] FL W RE AR T o Bloom Filter 22 9% i 3 (1)

VEHCAE I L AL L3y

= (Te— To)/Te (3)
K. Te KR CPqD ALY VE B FE I 5 T 3R 5
F Bloom Filter it £ 9% i 3¢ 45 A4 1) VC g FE A .

2% 3 451 T Bloom Filter Jiit 38 $4E £ VT it #& B
Ak tb 2, 3 3 AT LA . Bloom Filter 2 % i 3R 1Y
Bl AL VC FCRERT DAL AR BT 18 L e 2 1T 3k 99. 400, 1)
KA PEAL T B A AL PR FERT . 4 T DT L I R Y
%3 Bloom Filter i & # ¥ & IT Bt A€ i 240 bk 5

B % /107 A e/ %
1 88.0
5 96. 0
10 98. 1
20 98.7
50 99.2
100 99. 4




%2 FEMEAT 45 T ) A ST 2 1 T R T % 17
kR [5] KATTA N, ALIPOURFARD O, REXFORD ], et al.
AR IR ESL B & 6 SDN H 44 28 e ML 1) AR 6 1k CacheFlow: dependency-aware rule-caching for soft-

REFEAT . 5 R FHZ %% TCAM 224 19 SDN i {2 35 #2 ware-defined networks [ C] // Proceedings of the Sym-

YLK EL . Bloom Filter 25 ) 20 R AT 17 1 — 2 1 22 15 ;)(())Ti(sumeion SDN Research. New York. USA:. ACM,

1@%%@’({#@%*&(7{3{4:% OCREELITD B9 fE 4L [6] LIX, XIEW. CRAFT: a cache reduction architecture

e 290 TCAM 8 5t A6 ) Bl ni K for flow tables in software-defined networks [C] /

HUBLHRE + 1fif 2 5 Bloom Filter 19 2 JUii RAR UL 3t Proceedings of the 2017 IEEE Symposium on Comput-

TESE PR B 5 Pk BE 2 6] S B T A A TR ers and Communications. Piscataway, NJ, USA.

IR IEEE. 2017 967-972.

5 é:pl'f ig [7] KANAK A, C(})LH'\] D, ERIC R.. Shadow M§CS:

scalable label-switching for commodity ether-net [C] //

SDN Wi F i1k & % % 4 T Bloom Filter £ % Proceedings of the Workshop on Hot Topics in Soft-
BiF 5 TCAM, 76 ] 3& it 2 HE 1718 X X i ware Defined Networking. New York, USA:. ACM,
D L ,
o . . s y . Usin > addresses as effi-

AN 51 5 O 2 W 22 D 4 05 22 T 90% Ll cient routing labels in data centers [ C] // Proceedings

2O 0, DC i Ak FRRG A1 A% B 22 AT 3K 8806 ~ of the Workshop on Hot Topics in Software Defined

996 Lk b 3R E T X ARAL K H Y o Networking. New York, USA:. ACM, 2014. 115-
£ X} Bloom Filter (% {i BH P4 ] 5, A SCHF 152 A1) 120.

RERETE 107, I LLRRAR R A4 ok iy 52w, [m] [9] CASADO M. KOPONEN T, SHENKER S. et al.

EEERK TIETAR RG] A w2 % 0 F3E B AL Fabric: a retrospective on evolving SDN [C] // Pro-

. SR P 22 2800 3% 0 7 UG B0 18 75 5, 1% 07 1k ok ) ceedings of the First Workshop on Hot Topics in Soft-

DG Bc V0 B Se K6 ) 2 75 K A AR ) L S TR B hn wh g ware Defined Networks. New York, USA. ACM,

4 i Y BLIRR S R ) B S K E —si TREE 2012 5550,

BT AT R AT G F B % BB AR gy (0] VPR S MANN V. SAMINENT N R SwiichRe

= e . duce: reducing switch state and controller involvement

B X SE TR AT LL 28 AT in OpenFlow networks [C]// Proceedings of the IEEE

IFIP Networking Conference. Piscataway, NJ, USA.

SEXH: IEEE, 2013. 1-9.

[1] MCKEOWN N, ANDERSON T, BALAKRISHNAN [11] /T, FE, EE. —FE T 5 34 0% 7
H, et al. OpenFlow: enabling innovation in campus HPE T SDN 3 % ek 85k [J0. 3F 5 4L A 22,
networks [J]. ACM Sigcomm Computer Communica- 2017, 44(1). 123-127.
tion Review, 2008, 38(2): 69-74. SHI Shaoping, ZHUANG Lei, YANG Sijin. SDN op-

(2] ZH = B, 87, %. T OpenFlow iy SDN timization algorithm based on prediction and dynamic
BRI [V BpF4R, 2013, 24(5): 1078-1097. load factor [J]. Computer Science, 2017, 44(1); 123-
ZUO Qingyun, CHEN Ming, ZHAO Guangsong. Re- 127.
search on OpenFlow-based SDN technologies [J]. [12] ALGHADHBAN A. SHIHADA B. Energy efficient
Journal of Software. 2013. 24(5): 1078-1097. SDN commodity switch based practical flow forward-

[3] VAUGHAN-NICHOLS S]J. OpenFlow: the next gen- ing method [C] // Proceedings of the Network Opera-
eration of the network? [J]. Computer, 2011, 44(8); tions and Management Symposium. Piscataway, NJ,
13-15. USA: TEEE. 2016 784-788.

(4] CURTIS AR, MOGUL J C. TOURRILHES J. et al. [13] ANDREI B, MICHAEL M. Network applications of

DevoFlow: scaling flow management for high-perform-
ance networks [C] // Proceedings of the 2011 ACM
SIGCOMM Conference. New York, USA: ACM,
2011, 254-265.

http: // zkxb. xjtu

. edu. cn

bloom filters: a survey [J]. Internet Mathematics,

2004, 1(4): 485-509.

(i 5

Hir)




