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Abstract: A method for identifying authentication of dynamic passwords for in-vehicle controller
area network (CAN) buses is proposed based on the challenge/response mode to deal with the
problem that in-vehicle CAN buses are defective, which poses a serious threat to the in-vehicle
information security. The method makes use of the peculiarity that the in-vehicle CAN buses are
the widely used standard vehicle bus and broadcast messages, and uses the identity authentication
technique to confirm the identity of a message, thus ensures the trustworthiness of the message
transmission. According to the research on the implementation patterns of identity
authentication, the dynamic authentication method is employed. Since the challenge value of
every authentication is random, each generated password is different. The authentication code
used in each communication is generated based on a password, and the hash function is used to
generate a new password for next use. Experiments and a comparison with the traditional CAN

show that the proposed method ensures both the integrity of the messages and the authenticity of
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the CAN bus. Hence, the degree of security of vehicle information is substantially raised through

using the proposed method.

Keywords: in-vehicle information security; controller area network bus; identity authentication
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