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A Solution of the Secret Key Capacity for Wireless Channel
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Abstract: A model for wireless channel is established to evaluate accurately the capacity of the
shared secret key generated by legitimate users in the channel. The building of the model is based
on statistical models of Rayleigh fading and reciprocity from the statistical distribution of the
received signals. The joint probability density functions of both the envelope and the phase at the
legitimate users are respectively derived by using a Jacobi transform. The corresponding
expressions of the two secret key capacities are then deduced by using the formula of mutual
information. Then a protocol of secret key generation in which the transmitted signals are multi-
carriers is presented by utilizing the reciprocity of the narrowband channel. The legitimate users
implement the multi-carrier channel sounding in TDD mode within the coherence time, and
exploit the information of envelope and phase in the received signals to generate secret keys. The
keys are spliced together to realize secure communication by removing the correlation between
them. The proposed protocol can use information of the envelope and the phase simultaneously,
and the capacity of the secret key is proportional to the number of carriers. Simulation results

show that correlation exists between the secret keys generated based on information of the
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envelope and the phase, and that the numerical sum of key capacity that exploits information of

the envelope and the phase is lower than that of received signals by 0.3 bit/s when the SNR is

10 dB. It can be concluded that legitimate users can utilize more information in the received

signals to generate shared secret key.

Keywords: wireless channel; secret key generation; secret key capacity; coherent carriers
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